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1 Introduction

Recently, the maximal cyclic subgroup G of the group of units of a Galois ring has assumed
a valued role in algebraic coding theory. Initially Shankar (1979) has given a construction
technique of BCH codes over local commutative ring Z « based on the maximal cyclic sub-

group G of the group of units of a Galois extension ring GR (p*, k) of Z pt- The obtainability
of Giis due to a mod-p reduction map from the ring Z ,« to its residual field Z, (see Shankar
1979). Although the exponential sums and an upper bound on the amalgam sum over the
Galois rings using their maximal cyclic subgroups of the groups of units are given by Cohen
(2009) and Shanbhag et al. (1996), Andrade and Palazzo (1999, 2005) have also given a
construction method including the decoding procedure of BCH codes over Galois rings by
use of their corresponding maximal cyclic subgroups of the groups of units. As a result, Shah
etal. (2012b, a) present a construction and decoding procedures for a sequence of BCH codes
using the corresponding sequence of maximal cyclic subgroups of the given sequence of the
groups of units in the sequence of finite Galois rings and finite unitary commutative rings.

On the lines of Andrade and Palazzo (1999, 2005), Andrade et al. (2010a,b, 2011),
Andrade and Shah (2011a,b), Shah et al. (2011a,b) and Shah and Andrade (2012a,b,c),
respectively, give the decoding and construction methods of cyclic, BCH, Goppa and Srivas-
tava codes over finite Galois rings by use of different monoid rings. In fact in this construction
again the role of maximal cyclic subgroups is essential.

Currently, Shah et al. (2013) introduced a construction technique of substitution boxes
using maximal cyclic subgroups of the groups of units in Galois extension rings GR(22, 2)
and GR(22, 4). Accordingly, the complexity of these newly obtained S-boxes increases the
strength of encryption and decryption. Obtaining a maximal cyclic subgroup G, of the group
of units of the Galois ring extension GR(p*, i) of an arbitrary local ring Z pris quite difficult.
Thus there is a necessity to introduce a computational method to investigate higher order max-
imal cyclic subgroups. In this paper we introduce algorithms based on a computational tech-
nique to find a maximal cyclic subgroup G of the group of units in the Galois ring GR(p¥, h).
The purpose of this study is to propose an automated method to reduce the human effort in
such calculations. The demand of getting a stock of maximal cyclic subgroups is due to their
innovative role in constructing classes of cyclic codes over finite commutative rings, and the
anticipated conversion of S-box construction over binary field extensions GF(2M),1 <h <38,
into these maximal cyclic subgroups of the groups of units of finite Galois rings GR(2¥, h).

This paper is organized as follows: In Sect. 2, the basic notion of a finite local ring and
its Galois ring extension are given. The algebraic structure of the maximal cyclic subgroup
of the group of units of a Galois ring extension with examples is also included. Section 3
consists in describing the proposed algorithms to find maximal cyclic subgroups of the groups
of units of Galois rings. In Sect. 4, a complete description of the computational method is
given. However, examples of computationally finding of maximal cyclic subgroups are given
in Sect. 5. The utility of higher order computationally obtained maximal cyclic subgroups in
coding theory and cryptography is, respectively, given in Sects. 6 and 7. Finally, in Sect. 8
the conclusions and future directions are drawn.

2 Maximal cyclic subgroup of the group of units of a Galois ring
In this section we discuss some basic concepts such as local ring, Galois extension ring of

local ring, unit elements, and maximal cyclic subgroup of the group of units of a Galois ring
which are relevant to the development of the paper.
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2.1 Galois ring

An element # in a commutative ring R with identity is a unit if there exists an element
v € Rsuch that u - v = 1, where 1 is the identity in the ring. A commutative ring R with
identity is said to be a local ring if it has only one maximal ideal. A commutative ring
R with identity is a local ring if and only if the set of all its non-unit elements forms an
additive Abelian group. For a prime p and a positive integer k, Zp*, the ring of integers
modulo p¥, is an example of a local ring. A nonzero element a of a commutative ring R
with identity is called a zero divisor in R if there exists a nonzero element b in R such that
a-b=0.

Let R be a local commutative ring with identity having maximal ideal M. An irreducible
polynomial fg+ fix + fox2+---+ f,x" € R[x]is said to be a basic irreducible polynomial
over R if the polynomial fo+ fix + fox? 4+ -+ fux" is irreducible over the residue field
R/M, where f; denotes the class of R/M.

Take the finite local ring Z pk> Where p is prime and k is a positive integer, with cor-
responding residue field Zp,. Let Z«[x] = {fo + fix + oxt 4+ fux fi € ok,
n € Z%} be the polynomial extension of Zyk in the indeterminate x and Z,[x] =
{fo+ fix+ fox®+---+ fux™: fi € Zyn € 77} be the polynomial extension of Z,, also in
the indeterminate x. Let f(x) € Z«[x] be a basic irreducible polynomial with degree /. The
ideal generated by f(x) is denoted by ( f(x)) and defined as ( f(x)) = {a(x) - f(x): a(x) €
7 Pk [x]1}.

2.2 Maximal cyclic subgroup

Z
LetR = % = {fo+ fix+ fox2 4+ fr_ix" L fi e Z i} represent the set of residue

classes of polynomials in x over Z,« modulo the polynomial f (x). This ring, denoted by
GR(p*, h), is a commutative ring with identity and is called Galois extension ring of Z ph- 1t
Zplx]
(fe) ]
field GF(p™), an extension of Z phaving p" elements, where f = rp(f)is the polynomial
with coefficient modulo p.

Let K* and R* be the multiplicative group of units of the field K and ring R, respectively.
Then R* is a multiplicative Abelian group and can be written as a direct product of cyclic
subgroups (McDonald 1974). As rings have zero divisors, so naturally we are interested in
cyclic subgroup of R*, whose elements are the roots of x” — 1, for some positive integer n.
The next Theorem 2.2.1, which follows directly from McDonald (1974), Theorem XVIII.2,
provides the order of the cyclic subgroup of interest.

is noticed that GR(pF, 1) is isomorphic toZ x, and = K is isomorphic to the Galois

Theorem 2.2.1 There is only one maximal cyclic subgroup of R* having order relatively
prime to p. This cyclic subgroup has order p" — 1.

The maximal cyclic subgroup is denoted by G,, wheren = p" — 1, and it is isomorphic
to K*.

2.2.1 Constructing Galois field GF(2, 2) and Galois ring GF(4, 2)
The corresponding residue field of the ring Zs = {0, 1, 2,3} is Z» = GF(2) = {0, 1}.

The polynomial f(x) = x? + 3x + 1 is a monic and basic irreducible polynomial
over Z4. Thus, the polynomial f(x) = x> 4+ x + 1 is irreducible over G F(2). Hence,
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Table 1 The elements of GF

(22) and G5 {0} Exp Polynomial Binary string Exp Polynomial String mod 4

o 0 00 oo O 00
0o 1 10 0o 1 10
1 i 01 2 u:=3+u 31
2 2=1+a 11 4 ut =3u 03

g @) = {a@).f(x): a(x) € GF(2)[x]} is the ideal generated by the polynomial
f(x) € GFQ)[x] = {371 a;x': a; € GF(2),n € Z*'}. Accordingly, for the polyno-
mial ring Z4 [x] = {Z?:O aix':aj € Zu,n € 77}, the Galois ring of order 16 becomes

= % and the corresponding Galois field of order 4 is K = % The mul-

tiplicative group of units of K is K* = {1, u, i + 1}, where & denotes the residue class
containing {x}. Similarly, the multiplicative group of units of R is R* and its maximal cyclic
subgroup is G3 = {1, 3u, u + 3}, where u is the residue class containing {x}. The elements
of the Galois field GF(22) and the maximal cyclic subgroup G3 of the Galois ring GR(4, 2)
are shown in Table 1.

2.2.2 Constructing Galois field GFE(2%) and Galois ring GR(4, 4)

Forthering Z4 = {0, 1, 2, 3}, GF(2) is thei residue field. Since f(x) = x*+x+1isamonic
and irreducible polynomial over Z4 and f(x) = x* 4+ x + 1 is irreducible over Z,, f(x)
is a basic irreducible polynomial. Consequently, the Galois ring R = Lulxl _ — GR(4, 4)

(x*4x41)
of order 256 is obtained and its corresponding Galois field of order 16 is K = % =

GF(2%). The elements of GR (2, 4) can be obtained using the identity i*+ia+1=0and
the reduction modulo 2 (see Table 2).

Since the multiplicative groups of units of K and R are K* = K\ {0} and R*, respectively,
the cyclic subgroup of R* is G15. However, the corresponding element of # + 1 is u + 1
and its order is 30. Thus the generator of the cyclic group G5 is (« + 1)%,where i is the
residue class containing # in K and u is the corresponding residue class containing u in R.
The elements of the cyclic subgroup of order 15 are shown in Table 2.

3 Computational approach to find the maximal cyclic subgroup G

We propose a computational approach to find the maximal cyclic subgroups of the groups
of units in Galois rings. The approach is based on algorithmic procedures listed in Table 3.
Although the complexity of some of the proposed algorithms is high, the objective is to give
an automated computational approach as opposed to an analytical approach to reduce human
effort in computing maximal cyclic subgroups of the group of units in a Galois ring.

3.1 Computational procedures

A polynomial of degree n — 1 is represented by an array consisting of n indices. That is,
a n-index based array consists of an element in the position 0 representing the coefficient
of xp, an element in the position 1 representing the coefficient of x, up to an element at
position (n — 1) representing the coefficient of x,_1. The procedure Add(poly1, poly2) adds
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Table 2 The elements of GF(24) and G5 (J{0}

Exp Polynomial Binary string Exp Polynomial String mod 4
oo 0 0000 S 0 0000
0 1 1000 0 1 1000
1 1 +it 1100 2 1+ 2u 4 u? 1210
2 1 +ii? 1010 4 3u + 2u? 0320
3 1 +i+a? + i 1111 6 2+ u 4 3u’ 2103
4 i 0100 8 u? 0010
5 i+ 2 0110 10 34 3u +u? 4+ 203 3312
6 i+’ 0101 12 2+ 2u + 3u? 2203
7 1+ a2+ i 1011 14 u+3u? +ud 0131
8 2 0010 16 34 3u 3300
9 i+l 0011 18 3+ u—4u?+3u3 3113
10 1+ +i? 1110 20 u+3u? +2u3 0132
11 1+ 1001 22 1+ 3u? +u’ 1031
12 i 0001 24 3u? + 3u3 0033
13 1 +i+ i 1101 26 34+ u’ 3001
14 i+l + i’ 0111 28 1+ 3u + 2u? + 3 1321

two polynomials in a Galois ring and returns the sum. All arithmetic is done in Z,, where
n is represented by variable ‘base’ in the algorithms. We implemented the computational
algorithms in C™* language. The algorithms are presented in pseudo-code form.

4 Description of the computational procedures

All arithmetic related to the coefficients is done in Z, (n = base). Description of the com-
putational procedures used in finding maximal cyclic subgroups is shown in Table 4.

4.1 EvaluatePolynomialAt(poly, x)

The loop at lines 2—4 computes the appropriate power of the input variable ‘x’ and multiplies
the resulting power by the corresponding coefficient. The remainder is then applied to the
resulting value at line 5. Value after taking remainder is returned.

4.2 Add(polyl, poly2)

This procedure returns the sum of the two polynomials ‘poly1’ and ‘poly2’. The loop at lines
3-5 adds the coefficients and saves the result in the new array which is returned.

4.3 Subtract(polyl, poly2)

This procedure returns the difference of the two polynomials ‘poly1’ and ‘poly2’. The loop at
lines 3-8 performs subtraction of the coefficients and saves the result in the new array which
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Table 3 Algorithms

1

2 3
EvaluatePolynomialAt(poly, x) 16, iftemp>=base ComputeMaximalCyclicSubgroup()
Begin 17. Begin Begin
1. Set val=0 18. break 1. For i=0 to total_polynomials-1
2. Fori=0 to poly.length-1 19.  End 2. Begin
3. Begin 20.  Set q=ZeroPolynomial 3. poly= GetPolynomial(i)
4. val = val + power(x,i)*poly[i] 21, g.coefficients[a.length-b.length]= temp; 4. IfIsUnit(poly)
5. End 22, qlength= izet; 5. Begin
6. val=val%base 23, a=Subtract(a,Multiply(q,b)) 6. order=GetOrder(poly);
7. return val 24, End 7. if order==(power(P.divisor_polynomial.size-
End 25. retuma 1)
Add(poly1, poly2) End 8. Begin
Begin power(poly, pwr) 9. mosg_array[0] = poly
1. length_max begin 10 mesg_array[1] = UnitPolynomial
=max(poly l.length,poly2.length) 1. p=ZeroPolynomial 11 Forj=1 to order-1
2. p=ZeroPolynomial 2. ploj=1 12. Begin
3. Fori=0to length_max-1 3. fori=0to pwr-1 13, mesg_array[j+1]=
4. Begin 4. Begin ((poly*j)%divisor_polynomial)
5. pli] = (polyl [i]+poly2 [i])%base 5. p=remainder(product(p.poly), 14, End
6. End g_divisor_polynomial) 15.  break
7. return p 6. End 16.  End
End 7. retump; 17.  End
Subtract(polyl, poly2) End 18.  End
egin IsIrreducible(poly) 19.  Return mesg_array
1. length_max Begin End
=max(polyl.length,poly2.length) 1. if(poly.length<=2) PrintMaximalCyclicSubgroup(mscg_array)
2. p=ZeroPolynomial 2. Begin Begin
3 For i=0 to length_max-1 3. return true; 1. print "Generator: "
4. Begin 4. End 2. print mscg_array[0]
5. pli] = (poly_min[i}-poly_max[i]) 5. while i<total_polynomials 3. Forj=1 to mscg_array.size-1
6. While p[i]<0 6. Begin 4. Begin
7. Begin 7 p = GetPolynomial(i); 5. print “Polynomial "
8. pli] = plil+base 8. if p.length>1 6. printj
9. End 9. Begin 7. print mscg_arrayj]
10.  End 10.  if Remainder(poly,p)==ZeroPolynomial 8 End
1. retump 11 Begin End
End 12. return false;
Multiply(poly1, poly2) 13. End PrintMCSGCaleyTable(mscg_array)
Begin 14. End
1. p=ZeroPolynomial 15. i+
2. Fori=0to polyl.length-1 16.  End
3 Begin 17, return true; Begin
4. ¢l = polyl[il; End 1. Fori=l tomscg array.size-1
5. For j=0 to poly2.length-1 IsUnit(poly) 2. Begin
6. Begin Begin 3 Print mscg_array[i]
7. 2= poly2[jl; 1 For i=0 to poly.size-1 4. End
8. index = i+j; 2. Begin 5. fori=l to mscg_array.size-1
9. temp = (plindex]+(c1*c2)): 3. Forj=0 to base-1 6. Begin
10. plindex] = temp%base; 4. Begin 7. Print mscg_array[i]
1. End 5. if( ((p.coefficients[i]*j)%base)==1) 8 Forj=I to mscg array.size-1
12.  End 6. Begin 9. Begin
13, returnp 7. return true; 10 poly= Remainder(Multiply(array[i].array[j]),
End 8. End divisor_polynomial)
Remainder(poly1, poly2) 9. End 11, Print poly
Begin 10.  End 12.  End
1. Seta=pl; 11, return false; 13.  End
2. Setb=p2; End End
3. While(a.length>=b.length) AND GetOrder(poly)
(al=zero_poly) Begin
4. Begin 1 IflsUnit(poly)
5 oI =afa.length-1] 2. Begin
6. c2=b[b.length-1] 3 return 0;
7. Settemp=0 4. End
8 while ((temp*c2)%base)!=cl) 5. Fori=1toring_exponent
9 Begin 6. Begin
10. temp++ 7 templ = power(poly,i)
1. if temp>=p1.base 8. P inder(templ divisor )
12 Begin 9. if(temp==IdentityPolynomial)
13. break 10.  Begin
14. End 11 return i;
15 End 12. End
13.  End
14, return 0;
End

is returned. Since the subtraction is performed in Z,,, the negative answer of the subtraction
is handled in the while loop at lines 5-7. Base is added to the negative answers until the result
becomes positive.

4.4 Multiply(poly1, poly2)

Multiply returns the product of the two polynomials ‘polyl’ and ‘poly2’. As the coefficient
of the power x!*/, for each fixed i + j, with i and j varying from O to n and from O to m,
respectively, is the addition of the product of the coefficients of the corresponding elements
with the power adding to i + j, therefore, at line 6, the index is the sum of i and j. The
product of the coefficients is then added up in the resulting polynomial at line 8.
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Table 4 Description of the algorithms

Procedure Description

4.1. EvaluatePolynomial At(poly, x) Returns value of polynomial at a particular value ‘x’

4.2. Add(poly1, poly2) Returns sum of two polynomials ‘polyl” and ‘poly2’

4.3. Subtract(poly1, poly2) Returns difference of two polynomials ‘polyl’ and
‘poly2’

4.4. Multiply(poly1, poly2) Returns product of two polynomials ‘polyl” and ‘poly2’

4.5. Remainder(poly1, poly2) Returns remainder polynomial when polynomial
‘poly1” is divided by polynomial ‘poly2’

4.6. power(poly, pwr) Returns polynomial ‘poly’ raise to the power ‘pwr’

4.7. IsIrreducible(poly) Returns ‘true”if polynomial ‘poly’ is irreducible
otherwise returns ‘false’

4.8. IsUnit(poly) Returns ‘true’ if polynomial ‘poly’ is unit polynomial
otherwise returns ‘false’

4.9. GetOrder(poly) Returns order of the unit polynomial ‘poly’

4.10. ComputeMaximalCyclicSubgroup () Prints all the maximal cyclic subgroups along with their
generators

4.11. PrintMaximalCyclicSubgroup(mscg_array)  Prints maximal cyclic subgroup mscg_array

4.12. PrintMCSGCaleyTable(mscg_array) Prints caley table for the maximal cyclic subgroup
mscg_array

4.5 Remainder(poly1, poly2)

It returns the remainder polynomial when ‘poly2’ is divided by ‘polyl’. In the iteration
realized in the while loop at line 3, one higher order coefficient is removed by multiplying
the divisor polynomial with the appropriate integer and then subtracting from the dividend
polynomial. This continues until the difference polynomial becomes zero or its degree is less
than that of the divisor polynomial.

4.6 power(poly, pwr)

It computes the power of a polynomial. When considering high-power polynomials the power
of the resulting polynomial can grow very fast and we only need the arithmetic done in
Z[x]/{g), where gis the divisor polynomial. Consequently, we take the remainder resulting
from the loop at lines 3-5.

4.7 IsIrreducible(poly)

It returns a Boolean value: frue if the input polynomial ‘poly’ is irreducible; otherwise it
returns false. First of all, the polynomials with degree 0 and 1 are irreducible, and so this
check is made at lines 1-3. The while loop at lines 4-12 checks if any polynomial in the
Galois ring divides the input polynomial ‘poly’.

4.8 IsUnit(poly)

It returns a Boolean value: true if the input polynomial ‘poly’ is a unit polynomial, otherwise
it returns false. The algorithm checks if at least one of the coefficients of the input polynomial
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is aunit. If so the input polynomial is a unit and if all of the coefficients of the input polynomial
are non-units, the input polynomial is non-unit polynomial.

4.9 GetOrder(poly)

It returns zero for a non-unit polynomial, and it returns the order of the polynomial in case the
input polynomial is a unit polynomial. The order of a polynomial lies between 1 and the ring
exponent of the Galois ring, both inclusive. Each iteration in the for loop at lines 4-10 takes
the power of the polynomial raised to loop index ‘i’ and applies the remainder. If the resulting
polynomial, after applying the remainder, is an identity polynomial, then the corresponding
value of the loop index variable ‘i’ is returned as the order of the input polynomial.

4.10 ComputeMaximalCyclicSubgroup()

It computes the maximal cyclic subgroup and saves it in an array. The array element at position
0 is the generator of the maximal cyclic subgroup and the elements from 1 to array_size-1
are the polynomials of the maximal cyclic subgroup. If the total number of elements in the
maximal cyclic subgroup is n, the size of the array is n + 1. Then the algorithm returns the
maximal cyclic subgroup array.

4.11 PrintMaximalCyclicSubgroup(mscg_array)

It prints the maximal cyclic subgroup mscg_array which is passed as a parameter to the
algorithm.

4.12 PrintMCSGCayleyTable(mscg_array)

It prints the Cayley table for the maximal cyclic subgroup mscg_array which is passed as a
parameter to the algorithm.

5 Finding maximal cyclic subgroups

The procedure “ComputeMaximalCyclicSubgroup()” computes the maximal cyclic sub-
group along with its generator. The variable “divisor_polynomial” used in the proce-
dure is the basic monic irreducible polynomial used in the construction of the Galois
ring Z ,« [x]/divisor_polynomial). The algorithms “PrintMaximalCyclicSubgroup(mscg_
array)” and “PrintMCSGCaleyTable(mscg_array)” are used to print the maximal cyclic sub-
group and the Cayley table of the maximal cyclic subgroup, respectively.

5.1 Two examples of maximal cyclic subgroups

We compute the maximal cyclic subgroups using the algorithms given in Sect. 3. Two maximal
cyclic subgroups obtained computationally are shown in Table 5.

5.2 Cayley tables of two maximal cyclic subgroups

The Cayley tables of the two Galois rings shown in Table 5 are illustrated in Tables 6
and 7, respectively. These Cayley tables are obtained computationally using the proposed
algorithms.
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Table 5 The elements in G7 and Gog

Galois ring GR( pk ) Maximal cyclic subgroup (Gs) Representation

GR (4,3) = 524l Polynomial 1: 1 100

X743x°4+2x+3

Polynomial 2: x 010
Polynomial 3: x2 001
Polynomial 4: x% + 2x + 1 121
Polynomial 5: 3x2+3x+1 133
Polynomial 6: 2x2 + 3x + 3 332
Polynomial 7: x2 + 3x +2 231

GR (9, 3) = % Polynomial 1 : 1 100
Polynomial 2 : 4x + 4 440
Polynomial 3 : 7x2 + 5x +7 757
Polynomial 4 : x2+x+38 811
Polynomial 5: x + 6 610
Polynomial 6 : 424+ x+6 614
Polynomial 7 : 6x2 +5x +1 156
Polynomial 8 : 5x2 +3x+1 135
Polynomial 9 : x2 + 3x 031
Polynomial 10: 8x2 + 4x + 1 148
Polynomial 11: 202 4 x+3 312
Polynomial 12: 5x2 + 5 505
Polynomial 13: T2+ Tx+7 777
Polynomial 14: 8 800
Polynomial 15: 5x + 5 550
Polynomial 16: 2x2 + 4x + 2 242
Polynomial 17: 8x2 + 8x + 1 188
Polynomial 18: 8x + 3 380
Polynomial 19: 5x2 +8x +3 385
Polynomial 20: 3x2 + 4x + 8 843
Polynomial 21: 4x2 + 6x + 8 864
Polynomial 22: 8x2 + 6x 068
Polynomial 23: x2+5x+8 851
Polynomial 24: 7x2 + 8x + 6 687
Polynomial 25: 4x2 + 4 404
Polynomial 26: 2x2 +2x +2 222

6 Application in coding theory

Recently, a great interest on the structure of the multiplicative group of units of certain finite
local commutative rings has been pursued in coding theory due to its amazing applications,
especially in the construction of BCH codes. The construction has been addressed from the
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€+ xg+ 3T I+ x¢ + ,x¢ [+ X7+ ¥ o x I T+ X+ X THxE+ ¥
I+ X¢ + ,x¢ 1+ X7+ ;% e x I THxE+ X €+ xg+ .xC €+ xg+ ;xC
14X+ ¥ ey x I THxE+ X €+ Xg + 3C 1+ ¥g+ ,x¢ 1+ xg+ ,x¢
o x I TH Y+ X €+ x¢+ 1T [+ xg+ ,x¢ [+x7+ ¥ [+x7+ ¥
x I TH X+ X €+ xg+ 1T I+ x¢+ ;x¢ I+ X7+ X X o
I THYE+ X €+ x¢+ 1T I+ x¢+ ;x¢ [+ X+ X X x x
T+ xE+ ¥ €+ xg+ ¥C I+ X¢+ ,x¢ 1+ X7+ X X x I I
THxE+ ¥ €+ xg+ 3¢ [+ X€+ ,x¢ [+xC+ ¥ o x I
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8+ X+ ¥ L+ XG+ XL v+ xp I THTH T
v+ X 9+ x8+ XL 8+ X6 + ¥ X9 + 18 8+ ¥9 + Xy 8+ Xp +  X¢ €+ 8 + ;xg
€+ 13 1+ 8+ ;13 T+ ¥y + X §+xg 8 L+ XL+ XL S+ .x¢
€4+ 2T I+ xp+ .28 X¢ 4 ox I+ X+ ;XS I+ X5+ ;X9 9+ x4 xp 9+ 9+x
L+ XS+ ;XL v+ xp I T+ ¥+ X b+ oy
9+ g+ XL 8+ XG + ¥ X9 + .13 8+ ¥9 + X 8+ ¥p +  X¢ €+ 8 + ;x¢ €+ 13
1+ x84 .8 T+ v+ T §+ x5 8 L+ XL+ XL S+ xS €+ X+ 2T
[+ Xy + .¥8 Xg+ X [+ x¢+ ;%6 [+ X6+ ;%9 9+ x+ vy 9+ x g+ x+ ¥ § + X+, ¥
v+ xp 1 T+ ¥+ X b+ 9+ x84 ;XL
8+ G + ¥ X9+ .18 8+ x9+ X 8+ ¥y +  x¢ €+ 8 + ;x¢ €+ 13 1+ x8+ ;13
T+ v+ 2T S+ x5 8 L+ XL+ XL S+ xS €+ X+ 27 I+ xp+ .28
X¢ 4 ox I+ Xg + ;xg I+ X5+ ;x9 9+ X+ xp 9+x 8+ X+ X L+ XG+ XL L+ X6+ xL
1 T+ T v+ 9+ xg+ XL 8+ XG + ¥
X9+ .xg 8+ X9+ X 8+ ¥p + x¢ €+ x84 ;x5 €+ 18 1+ x84 .18 T+ xp+ T
S+ x5 8 L+ XL+ XL S+ oxs €+ X+ 27 I+ X+ .28 X¢ 4 ¥
I+ Xg + ;xg I+ X5+ ;¥9 9+ X+ xp 9+x 8+ X+ X L+ XG+ XL v+ xp v+ oy
T+ T v+ 9+ xg+ XL 8+ XG + ¥ X9 + 18
8+ Y9+ X 8+ ¥p + ox¢ €+ 18+ x5 €+ 18 I+ X8+ .18 T+ xp+ T S+ x5
8 L+ XL+ XL S+ ¢xs €+ X+ 2T I+ xp+ ;33 X¢ 4 ¥ I+ Xg + ;xg
I+ X5+ ;¥9 9+ X+ xp 9+x 8+ X+ ¥ L+ G+ XL v+ xp 1 1
T+T+ T v+ o 9+ x8+ XL 8+ ¥+ ¥ X9 + ,x3
8+ ¥9 + X 8 + ¥+ x¢ €+ X8+ Xg €+ 13 1+ xg+ ;13 THxp+ T S+ g
8 L+ XL+ XL S+ xS €+ X+ 2T I+ xp+ ;33 X¢ 4 ¥ I+ Xg + ;xg
[+ X6+,%9 9+ x4 X 9+x 8+ ¥t x L+ X6+oxL v+ xp I

9T dnoi3qns o11040 [ewirxew ay) Jo 3[qel A3[Ae) £ d[qEL
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X¢ 4 ¥ I+ Xg + ;xg I+ X5+ ;¥9 9+ x4 xp 9+x

8+ X+ ¥ L+ XS+ XL v+ xp I THXT+ T v+ o 9+ x84+ XL

8+ ¥+ ¥ X9 + ,x3 8+ ¥9+ X 8+ ¥p + .X¢ €+ 28+ ;x¢ €+ 13 I+ X8+ .18
T+ Yy + X §+xg 8 L+ XL+ XL S+ £XS €+ X+ xg 1+ X%+ ;28 [+ ¥p+28

1+ X€ + 5§ 1+ X6 + 59 9+ ¥+ xp 9+x g+ x4 ¥

L+ XG+ XL v+ oy I THXTH T v+ o 9+ x8+ XL 8+ ¥ + ¥

X9 + ,¥3 8+ X9+ X 8+ X+ .X¢ €+ 28+ ;x¢ €+ 13 I+ x84 .33 T+ v+ T
S+ xg 8 L+ XL+ XL S+ ¢xs €+ X+ T 1+ xp+ 33 X¢ 4 ¥ Xg4ox

1+ X5+ ;¥9 9+ ¥+ Xy 9+x 8+ X+ X L+XG+ XL

v+ xp I THxT+ T v+ o 9+ xg+ XL 8+ ¥ + ¥ X9 + ,¥3

8+ X9+ X 8+ ¥p + .X¢ €+ 8 + ;xg €+ 13 1+ x84 ;13 T+ Xy + T S+ x5
8 L+ XL+ ;XL S+ xS €+ X+ 2T 1+ xp+ 33 X¢ 4 ¥ 1+ xg + ;xg I+ Xgt+ g

9+ ¥+ Xy 9+ 8+ X+ X L+ XS+ XL v+ xp

1 THTH T v+ X 9+ xg+ XL 8+ X+ ¥ X9 4 ,¥3 8+ X9+ X

8+ ¥p +  x¢ €+ 8 + ;x¢ €+ 13 1+ x84 .13 THxp+ T S+ xg 8
L+ XL+ XL S+ xS €+ x4+ 2T 1+ ¥y + ;38 X¢+ ¥ 1+ Xg+ ;xg 1+ X6+ ;X9 I+ X6+,x9

9+x 8+ X+ X L+XG+ XL v+ xp I

THTH T v+ X 9+ x8+ XL 8+ X6 + ¥ X9 4 ,¥3 8+ ¥9+ X 8+ ¥p +  X¢

€+ 8+ ;x¢ €+ 13 1+ x8+ ;13 Ty + T S+ xg 8 L+ XL+ XL
S+ xS €+ X+ 27 I+ xp+ .28 X¢ 4 ¥ [+ Xg + ;XS 1+ x5+ ;X9 9+ x4 xp 9+ x4 ¥

THTH T v+ X 9+ x8+ XL 8+ ¥ + ¥ X9 + ,¥3

8+ ¥9+ X 8+ ¥p + .x¢ €+ x84 ;xg €+ 13 I+ 8+ .18 T+ xp+ T S+ x5

8 L+ XL+ XL S+ xS €+ X+ 2T 1+ xp+ ;38 X¢+ ¥ 1+ Xg+ 4xs

1+ Xg+x9 9+ x4 X 9+x 8+ Xt ¥ L+ XG+oxL v+ xp 1

panunuod 7 3[qey,
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8 L+ XL+ XL S+ xS €+ X+ 2T 1+ xp+ 33
X¢ 4 ¥ 1+ Xg+ 4x¢ 1+ X5+ ;%9 9+ x4 xp 9+ 8+ X+ ¥ L+ XS+ XL
v+ xp I THXT+ T v+ 9+ xg+ XL 8+ ¥ + ¥ X9 + ,x3
8+ X9+ X 8+ ¥p + .X¢ €+ X8 + ;x¢ €+ 13 1+ x8+ ;13 T+ xp+ AT S+ x5 S+ x5
L+ XL+ XL S+ xS €+ x4 2 1+ xp+ 33 X¢ 4 ¥
I+ xg + ;XS I+ X6+ ;X9 9+ x4 xp 9+ 8+ X+ ¥ L+ G+ XL v+ xp
1 THT+ T b+ o 9+ xg+ XL 8+ ¥ + ¥ X9 4 ,¥3 8+ ¥9+ X
8+ ¥p +  x¢ €+ 8 + ;xg €+ 13 1+ x84 .13 T+ Ay + T S+ x5 8 8
S+ xS €+ X+ 2T 1+ Xy + ;%8 X¢+ ¥ 1+ Xg + 4xg
I+ X6+ ;X9 9+ x4 xp 9+x 8+ X+ X L+ X§+ XL v+ xp I
THTH T v+ X 9+ X8+ XL 8+ X6 + ¥ X9 + 18 8+ X9+ X 8+ Xp +  X¢
€+ ¥8+ ;¢ €+ 13 1+ x8+ ;13 T+ ¥y + X §+xg 8 L+ XL+ XL L+ XL+o¥L
€+ X+ 2T I+ xp+ .28 X¢ 4 ox I+ X+ ;XS 1+ X6+ ;X9
9+ x4 xp 9+x 8+ X+ X L+ XG+ XL v+ xp I THTH T
v+ 9+ xg+ XL 8+ X + ¥ X9 + 13 8+ ¥9 + X 8+ ¥p +  X¢ €+ 8+ ;x¢
€+ 18 1+ x84 .48 T+ xp+ 2T §+xg 8 L+ XL+ XL S+ xS XS
I+ Xy + .28 X¢ 4 x I+ ¢+ .X¢ I+ X5+ ;X9 9+ x4 xp
9+x 8+ x4 ¥ L+ X§+ XL v+ xp 1 THTH T v+ X
9+ xg+ XL 8+ XG + ¥ X9 + ;13 8+ ¥9+ X 8+ ¥y +  x¢ €+ 8 + ;xg €+ 13
I+ X8+ .18 T+ xp+ T §+ x5 8 L+ XL+ XL S+ xS €+ X+ 2T € + X+,C
THTH T v+ X 9+ xg+ XL 8+ ¥ + ¥ X9 4 ,¥3
8+ X9+ X 8+ ¥p + .x¢ €+ x84 ;xg €+ 13 I+ X8+ .18 T+ v+ T S+ x5
8 L+ XL+ XL S+ xS €+ X+ 2T 1+ Xy + ;%8 X¢+ ¥ 1+ Xg+ ;xg
1+ Xg+%9 9+ x4 ¥ 9+x 8+ Xt ¥ L+ X+ xL v+ I

panunuod 7 3[qey,
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€+ 18 + xg €+ 138 I+ 8+ ;3 T+ p+ T S+ xg

8 L+ XL+ XL S+ xS £+ X+ 17 1+ xp+ ;%8 Xg 4 ¥ I+ Xg+ 4xs

I+ X6+ ;X9 9+ x4 xp 9+x 8+ X+ X L+ X+ XL v+ I
THT+ T v+ 9+ X8+ XL 8+ Xg+ ¥ X9 + 13 8+ X9 + ¢ 8+ ¥y + o x¢ 8 + ¥p+oxe

€+ 138 1+ 8+ ;3 Ty S+ xg 8

L+ XL+ XL S+ xS £+ ¥+ 2T I+ xp+ .28 Xg 4 ¥ I+ X€+ £X¢ I+ X6+ ;X9

9+ x4 xp 9+x 8+ X+ X L+ X+ ;XL v+ I T+ T+ T
v+ 9+ X8+ XL 8+ XG+ ¥ X9 + 13 8+ X9 + Xp 8+ ¥ + o x¢ €+ X8+ x5 € + ¥8+,x¢

1+ x84 ;8 T+ v+ 2T S+ x5 8 L+ XL+ XL

S+ xS €+ X+ 2T I+ xp+ .28 Xg 4 ¥ [+ ¢+ ;x5 [+ X6+ ;X9 9+ X+ xp

9+x 8+ x4 x L+ X+ ;XL v+ I THT+ T v+
9+ x84 ;XL 8+ Xg+ ¥ X9 + 13 8+ X9+ p 8+ ¥p + o x¢ €+ X8+ x5 €+ 138 €+ 18

T+ ¥p+ X S+ x5 8 L+ XL+ XL S+ xS

€+ X+ 2T 1+ xp+ ;3 g 4 ox I+ Xg + ;x¢ I+ X5+ ;%9 9+ X+ Xy 9+x

8+ x4 ¥ L+ XS+ XL v+ I THT+ T v+ 9+ 8+ XL
8+ XC+ ;¥ X9 + X8 8+ X9+ ;¥ 8+ ¥p + x¢ €+ 28+ ;x¢ €+ 138 1+ x84 ;8 I+ ¥8+.18

S+ xg 8 L+ XL+ XL S+ xS €+ X+ 2T

I+ xp+ ;33 g 4 ¥ I+ Xg + ;xS I+ X5+ ;%9 9+ X+ Xy 9+x 8+ X+ ¥

L+ XS+ ;XL v+ oy I T+T+ T v+ b 9+ X8+ XL 8+ xG+ X
X9 + 13 8+ Y9+ ;¥ 8+ ¥y + . x¢ €+ 18+ x5 €+ 138 I+ 8+ .18 T+ xp+ T T+ Xyt xT

T+ T+ T P+ 9+ x8+ XL 8+ XG+ X X9 + 18

8+ ¥9+ X 8+ ¥y + . x¢ €+ 18+ ;x5 €+ 138 I+ 8+ .18 T+ ¥+ X S+ x5

8 L+ XL+ XL S+ xS £+ X+ 17 1+ xp+ ;%8 Xg 4 ¥ 1+ ¥g+ ;xs

1+ Xg+x9 9+ X+ X 9+x 8 + Xt x L+ X6+ XL v+ I

panunuod 7 3[qey,
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9+ xg+ XL 8+ X6 + ¥ X9 + ,¥3 8+ x9+ X 8+ ¥p +  X¢

€+ 18+ ;x5 €+ 18 1+ x84 ;%8 T+ v+ 2T §+ x5 8 L+ XL+ XL

S+ oxs €+ X+ 2T I+ %+ .28 X¢ 4 ox I+ ¢+ .Xg I+ X5+ ;X9 9+ x4 xp
9+x 8+ X+ X L+ XG+ XL v+ oy I THTH T v+ X P

8+ G + ¥ X9 + .18 8+ ¥9+ X 8+ ¥y +  X¢ €+ 8+ ;xg

€+ 18 I+ X8+ .18 T+ v+ 2T S+ x5 8 L+ XL+ XL S+ xS

€+ X+ 27 I+ xp+ ;33 X¢ 4 ¥ 1+ Xg + ;xg 1+ X5+ ;x9 9+ x4 xp 9+x
8+ X+ ¥ L+ X6+ XL v+ oy 1 THT+ T v+ 9+ xg+ XL 9+ X8+, xL

X9+ g 8+ X9 + ¥y 8+ ¥t + .x¢ €+ x84 ;x¢ €+ 18

I+ X8+ .18 T+ xp+ T §+xg 8 L+ XL+ XL S+ ¢xs €+ X+ 27

1+ xp+ ;33 X¢ 4 ¥ 1+ Xg + ;xg 1+ X5+ ;X9 9+ x4 xp 9+x 8+ X+ X
L+ X+ XL v+ xp 1 T+ T v+ 9+ xg+ XL 8+ XG + ¥ 8+ xg+ ¥

8+ X9+ X 8+ ¥p + .x¢ €+ 28+ ;x¢ €+ 13 I+ 8+ .18

T+ xp+ T S+ x5 8 L+ XL+ XL S+ ¢xs €+ X+ 2T 1+ xp+ ;33

X¢ 4 ¥ 1+ xg + ;x¢ 1+ X5+ ;x9 9+ x4 xp 9+x 8+ x4 ¥ L+ xS+ ;XL
v+ 1 T+ YT+ v+ b 9+ x84 ;XL 8+ XC+ ;¥ X9+ .xg X9+,xg

8+ ¥p + x¢ €+ x84 ;xg €+ 13 I+ X8+ .18 T+ xp+ T

§+xg 8 L+ XL+ XL S+ xS €+ X+ 2T 1+ xp+ 33 X¢ 4 ¥

I+ X¢+ .x¢ 14X+ ;X9 9+ ¥+ Xy 9+x 8+ x4 ¥ L+ xS+ ;XL vy
I THT+ T v+ o 9+ xg+ XL 8+ ¥ + ¥ X9 + ,x3 8+ Y9+ X 8 + X9+ 3y

THTH T v+ X 9+ X8+ XL 8+ ¥ + ¥ X9 + ,¥3

8+ X9+ Xy 8+ ¥p + ox¢ €+ x84 ;x¢ €+ 13 I+ X8+ .18 T+ xp+ T S+ x5

8 L+ XL+ XL S+ xS €+ x4+ 1T 1+ ¥y + ;38 X¢+ ¥ 1+ Xg+ 4xs

I+ Xg+x9 9+ x4 X 9+x 8+ Xt ¥ L+ X6+ xL v+ xp 1
panunuod 7 3[qey,
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v+ b 9+ X8+ ;XL 8+ X + ¥ 9 4 ,¥3 8+ X9 + ¢

8+ ¥p + x¢ €+ x84 ,x¢ €+ 13 [+ x84 .48 T+ Y+ X §+ x5 8

L+ XL+ XL S+ ¢xs €+ X+ 2T I+ Xy + .28 X¢+ ¥ I+ ¢+ .X¢ I+ X6+ ;X9
9+ ¥+ X 9+x 8+ X+ X L+ X6+ XL v+ I THXTH AT T+ Tt

T+ T+ T v+ 9+ ¥8+ (XL 8+ XG + ¥ X9+ ¥g

8+ X9 + ¢ 8+ ¥+  X¢ €+ 18 + xg €+ 13 I+ x84 .33 T+ P+ AT S+ xg

8 L+ XL+ XL S+ ;xS €+ X+ T I+ xp+ .8 X+ ¥ [+ ¢+ ;X¢

I+ XG+,%9 9+ x4 X 9+ x 8+ x4 ¥ L+ X6+,xL v+ 1

@ Springer f bMA
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Table 8 The elements of GF

29) Exp Polynomial Exp Polynomial Exp Polynomial
0 100000 21 210113 42 130331
1 001000 22 303101 43 100303
2 000010 23 032031 44 012003
3 330000 24 103320 45 011120
4 003300 25 221033 46 220111
5 000033 26 123210 47 321201
6 121000 27 331232 48 032212
7 001210 28 131312 49 312322
8 330012 29 313313 50 201123
9 311300 30 300133 51 233011
10 003113 31 120001 52 321330
11 301031 32 030200 53 113213
12 102010 33 000302 54 302132
13 331020 34 022003 55 131021
14 223310 35 011220 56 210310
15 332233 36 220112 57 332103
16 120322 37 310201 58 010321
17 203203 38 032102 59 213103
18 013032 39 022321 60 013131
19 132130 40 213223 61 103131
20 111321 41 233132 62 100031

approach of specifying a maximal cyclic subgroup of the group of units of an extension ring
of a finite commutative ring. The inherent complexity is involved with the factorization of
x" — 1 over the group of units of a given Galois extension ring of a local ring to construct
the generator polynomial for the BCH codes. There are many classes of Galois extension
rings for different local rings having very large cardinality and, consequently, the size of
the maximal cyclic subgroups of the corresponding groups of units. Thus there is a need to
propose an efficient algorithm to provide such maximal cyclic groups and group of units of
Galois extension rings having larger cardinalities.

In the following, we give a computationally obtained example, which serves the purpose
in constructing and decoding of BCH codes over a local ring and in its residual field.

For the ring Z4, the binary field GF(2) is the residue field. Since f(x) = X0+ x+1is
a monic and irreducible polynomial over Z4 and f (x) = f(x) = x® + x + 1 is irreducible
over GF(2), it is a basic irreducible polynomial. The Galois ring of order 4096 is given by

R = (%5‘([;)]> and the corresponding Galois field of order 64 is K = 5;,4(—[;)]). The elements of

GF(29) can be obtained as shown in Table 8 using the identity 1%+ u+1 modulo 2. Similarly,
in GR(22, 6), W+u+1=0 gives 1% = 3u + 3 and the order of u is 126, therefore, the
corresponding maximal cyclic subgroup Ggj is generated by u> = «. In this case, using
computational algorithm, elements of G¢3 are given in Table 9.

6.1 Construction of BCH codes

To construct a BCH code C; over GR(2%,6) with designed distance 3. Suppose the
4 b, a' o2 are the conjugates of @ which

roots of g(x)are o and a?. Note that 2, a*, o8, o
@ Springer f DMAC
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Table 9 The elements of
maximal cyclic group Gg3 of
group of units of GR (4, 6)

Exp Polynomial Exp Polynomial Exp Polynomial

0 100000 21 110111 42 010111
1 010000 22 101011 43 111011
2 001000 23 100101 44 101101
3 000100 24 100010 45 100110
4 000010 25 010001 46 010011
5 000001 26 111000 47 111001
6 110000 27 011100 48 101100
7 011000 28 001110 49 010110
8 001100 29 000111 50 001011
9 000110 30 110011 51 110101
10 000011 31 101001 52 101010
11 110001 32 100100 53 010101
12 101000 33 010010 54 111010
13 010100 34 001001 55 011101
14 001010 35 110100 56 111110
15 000101 36 011010 57 011111
16 110010 37 001101 58 111111
17 011001 38 110110 59 101111
18 111100 39 011011 60 100111
19 011110 40 111101 61 100011
20 001111 41 101110 62 100001

are also the conjugates of a?. Therefore, the minimal polynomial M;(x) is given by
Mi(x) = (x —a)(x —a?)(x —atH)(x —a®)(x —a'®)(x —a3?) = x® + 2% + 3x + 1.
In this case the generator polynomial is given by g(x) = M (x) = x®+2x3 +3x + 1. Since
o, aare the consecutive roots of g(x) it follows from Andrade and Palazzo (1999, Definition
2.2),b =0, t = 1, and the minimum distance d is greater than 2.

Correspondingly, for d = 3, the BCH code over GF(2°) can be obtained by calculating
the minimal polynomial of af,wherei =c,c+1,...,c+d—2.Letc =1, theni = 1, 2.
Now u, u?, u*, u®, u'®, u3? are the roots of the minimal polynomial m(x) = X +x+1=
rp(M(x)) which is also the generator polynomial of the BCH code Ci over GF(29).

In a similar manner we may construct a BCH code C, over GR(22, 6) with designed
distance 5 by taking the roots of, fori = 1,2,3,4. M; (x) is the same minimal polyno-
mial as in the previous case of the BCH code Cj. Let M>(x) be the minimal polynomial
of 0[37 then (0(3)2 — 0(6, (Ol3)4 — alZ’ (013)8 — a24’ (()[3)16 — 048, (()[3)32 — a33 are
the conjugates of > and the corresponding minimal polynomial is given by M?(x) =
x—aHx—a®Dx —aDHx —aMHx —aP)x —a®) =20+ 205 +3x* +3x2+x + 1.
Accordingly, g(x) = lcm{M1 (x), Mz(x)} =x2 4 ox 43510 4 259 4 358 4 2x7 x5 +
x*43x3 +2x2 4 1 is the generator polynomial of the BCH code of length 63 over Zy. In this
case, the consecutive roots of g(x) are c, a2, a3, o*. Then by Andrade and Palazzo (1999,
Definition 2.2), b = 0, t = 2, and minimum distance d is greater than 4.

For d = 5, the BCH code Cé over GF(2%) can be obtained by calculating the mini-
mal polynomial of o, for i = ¢,c+1,...,c+d —2.Letc = 1, theni = 1,2,3,4.

Now u, u?, u*, u8, u'®, u3? are the roots of the minimal polynomial m(x) = X0+ x+1.
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Table 10 Modified

Berlekamp-Massey algorithm n o () dn In n—ln
—1 1 1 0 —1
0 1 s1 = (003230) 0 0
14 (001210)z (002220) 1
2 1+ (003230)z - 1

Now, my(x) is the minimal polynomial of w3, u, ul?, u?*, w33, u*® which is given by

ma(x) = (x —u)x —u®Dx —uDHx —uHx — D —u®) = 0+ 3+ 2 +
x + 1 = r,(Ma(x)). Then the generator polynomial of the BCH code of length 63 over
GF(2%)isg(x) = lem{m (x), may(x)} = x12 + x10 + 38 + x5 + x* + 33 + 1 = r, (g(x)).

6.2 Decoding of BCH codes

Let C; be a (63, 57) BCH code generated by g(x) = x® 4+ 2x3 4+ 3x + 1 over Z4. Take
R = GR(2%,6) = (xf,ziixl g The maximal cyclic subgroup of the group of units R* of the
ring R is Ge3, and @ = (001000) is a primitive element of G¢3. Since the minimum distance
d(Cy) > 3, it follows that the error correction capability is # > 1. The parity check matrix is

given by

= 1 o o o of & o af?
il I 4 6 8 10 L. 6"

Suppose the transmitted codeword is the polynomial v(x) = x + 3x2 4+ 2x* 4+ x7 and
the received polynomial is a(x) = x + 3x2 + 2x*. Now, the syndrome vector is given by
S=aHT = (51, s2) = (003230, 221130). By the modified Berlekamp—Massey algorithm,
we obtain the following polynomial: (Table 10).

The root of p(z) = z + (003230) [the reciprocal of o @ (z) is z; = (001210)]. Among
the elements o, &', @2, &3, ..., a2, we have x| = a” such that (x1 — z1) = 0. It indicates
that in the received polynomial (vector) the error is at position 7. The correct elementary
symmetric function o1 = (003230) is obtained by x — x; = x + o7. Now by applying
Forney’s method, the error magnitude is y; = 3. Hence the error polynomial (vector) is
e=3x".

7 Application in cryptography

The natural generalization of the theory of single output Boolean functions is the theory of
multiple output Boolean functions, which may be stated as a substitution box (S-box). The
connection between the input and the output bits with respect to dimension and exceptionality
gives rise to the diversities of S-boxes.

An n x m S-box is a mapping ¢: GF(2)" — GF(2)" from n binary input bits to m
binary output bits, whereas there are 2" and 2" number of inputs and outputs, respectively.
Afterwards, an S-box is nothing but a set of m single output Boolean functions arranged in a
fixed order. The dimension of an S-box has an effect on the distinctness of the output and the
input which may affect the properties of the S-box. An S-box with dimension n x m, where
m < n, or equivalently, the number of input bits being greater than the number of output bits,
implies that some entries in the S-box must be repeated. While an n x n S-box may either
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contain distinct entries where each input is mapped to different output or replicate several
entries of the S-box. The S-boxes are reversible (see Hussain and Shah 2013).

S-box is the central fragment in almost all the cryptosystems which makes the system
nonlinear. In the improvement of symmetric, or private-key, cryptosystems which are con-
structed as substitution—permutation networks (S—P networks), a considerable portion of the
time spent on design or on analysis is dedicated to the S-boxes share of the algorithm. This is
the reason the rest of the algorithm is linear. Therefore, simple weaknesses in the S-boxes can
lead to cryptosystems which are easily broken. In fact, S-boxes are used as a puzzling scheme
to authorize the strength of cryptographic algorithms. Thus the construction of S-boxes must
be cryptographically hard to shape protected cryptosystems.

In conservative and contemporary cryptography, the S-boxes are typically designed over
finite Galois fields (G F'(2)", for 2 < n < 8). For instance AES S-box, Residue Prime S-box
(Hussain and Shah 2013), Gray S-box (Tran et al. 2008), APA S-box (Cui and Cao 2007),
Sg AES S-box, Skipjack S-box (Kim and Phan 2009), and Xyi S-box (Yi et al. 2002). The
power of cryptographic algorithms is based on these nonlinear S-boxes, so the construction
of cryptographically strong S-boxes is the core in the scheme of secure cryptosystems. Varied
natures of S-boxes were proposed for secure communication which depend on algebraic and
real-world structures. S-boxes constructed on algebraic approaches have received a consider-
able attention due to their robust cryptographic features (Adams and Tavares 1989; Webster
and Tavares 1986; Hussain et al. 2011, 2012a,b, 2013).

Shah et al. (2013) have proposed a novel construction technique of S-boxes using the max-
imal cyclic subgroups of the groups of units of the Galois rings,GR(22, 2) and GR(22, 4),
while their maximal cyclic subgroups G3 and G5 of orders 3 and 15 are, respectively, isomor-
phic to the cyclic Galois groups GF (22)* and GF (2*)*. The connection of maximal cyclic
subgroup with cyclic Galois group is due to the mod-p reduction map from local ring Z,«
to its residue field GF(2). In fact this relationship motivates the creation of the S-boxes over
maximal cyclic subgroup and these new S-boxes have increased encryption and decryption
complexities.

From the construction of S-boxes as proposed in Shah et al. (2013), we provide
some 4 x 4 S-boxes using the maximal cyclic subgroups of the groups of units of
GR(4,4), GR(8,4) and GR(32,4). The connotation of maximal cyclic subgroups with
promising cyclic Galois groups, derived from the mod-2 reduction maps from the rings
Z4,7Zg and Z3p to their common residue field GF(2), supports in constructing the 4 x 4
S-boxes.

7.1 Construction of S-boxes based on maximal cyclic subgroups

In the following examples we discuss the construction method of S-boxes with size
4x4. We take the local rings Z4 = {0,1,2,3},Z3 = {0,1,2,...,7}, and Zjs =
{0,1,2,...,15},Z3 = {0,1,2,...,31}, while GF(2) is the common residue field. The
monic polynomial f(x) = x* + x + 1 is basic irreducible over the rings Za, 7, and Z32
such that f(x) = f(x)mod2 = x* + x + 1 is an irreducible polynomial over GF(2).

7.1.1 S-box over GF(2%)

Take the polynomial ring GF(2) [x] = {ao taix +ax?+- 5 +anx": a; € GFQ2),n € Z*}
in the indeterminate x over GF(2). Let (f(x)) = {a(x) - f(x): a(x) € GF(2)[x]} be the
principal ideal in GF(2)[x] generated by f(x). Then the elements of the Galois extension

field K = %of order 16 are shown in Table 11.
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Table 11 Elements of Galois

field GF(2%) Exp Polynomial Binary string
- 0 0000
0 1 1000
1 1+x 1100
2 1+ x2 1010
3 1+x+x24x3 1111
4 x 0100
5 x + x2 0110
6 x4x3 0101
7 14 x2 4 x3 1011
8 x2 0010
9 x4 0011
10 14 x +x2 1110
11 1+ x3 1001
12 i 0001
13 1+x+x3 1101
14 x+x2 43 0111

Table 12 S-box over GF(2%)

11 12 6

3 8 4 2

1 9 13 15

14 7 10 5

A basic S-box construction over GF(2*) (see Table 11) is shown in Table 12. It satisfies
all the fundamental properties of being an S-box.

7.1.2 S-box over GR(4, 4)

LetZ4 [x] = {ap+a1x +arx? 4+ Fapx":a; € Za,n € 77} be the polynomial ring in the
indeterminate x and ( f(x)) = {a(x).f(x): a(x) € Z4 [x]} be the principal ideal generated

by f(x). Thus R = (%5‘([;)]> = {ao tax+axi+. a1 x g e Z4} is the Galois ring

extension of order 256 with corresponding Galois field extension K = G(Ff((z)g)[;‘ I of order 16,

whose elements are shown in Table 11.

The maximal cyclic subgroup of R*, isomorphic to the cyclic Galois group K* of order
15, is denoted by G5 and it is shown in Table 13.

By using the maximal cyclic subgroup shown in Table 13, we obtain the S-box as shown
in Table 14.

7.1.3 S-box on GR(8, 4)

Let Zg[x] = {ag + aix + ax® 4+ -+ apx":a € Zg,n € 77} be the polynomial
ring in the indeterminate x and (f(x)) = {a(x).f(x): a(x) € Zg [x]}be the principal ideal
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Table 13 Elements of

G5 U {0}in GR(4, 4) Exp Polynomial String mod4
- 0 0000
0 1 1000
2 1+ 2x +x2 1210
4 3x + 2x2 0320
6 24 x 4323 2103
8 x? 0010
10 34 3x 4 22 4 2x3 3312
12 24 2x 4323 2203
14 x 4322 423 0131
16 3+3x 3300
18 34 x4+ 4300 3113
20 x 4 3x2 4243 0132
22 14322 +x3 1031
24 3x2 4 3x3 0033
26 343 3001
28 1+43x+2x2+x3 1321

Table 14 S-box over GR (4, 4)
0 67 215 159
25 240 15 16
1 113 116 198
109 45 202 44

generated by f(x). Thus R = 5(8([;”)]) = {aop + a1x + arx® + ... a3x3: a; € Zg)is the Galois
ring extension of order 4096 with corresponding Galois field extension K = %of order
16, whose elements are shown in Table 11. The cyclic subgroup of R*, isomorphic to K*, of
order 15, is denoted by G5 and is shown in Table 15.

By using the maximal cyclic subgroup shown in Table 15, we obtain the S-box shown in

Table 16.

7.1.4 S-box on GR(32, 4)

LetZs3 [x] = {ao+a1x+a2x2+~ -4ayx": a; € Z3p, n € 77} be the polynomial ring in the
indeterminate x and (f(x)) = {a(x).f(x): a(x) € Z3; [x]}be the principal ideal generated

by f(x). Thus R = Zplx] — {ao + a1x +arx® + .. .a3x3: a; € Z3>} is the Galois ring

(f(x))
extension of order 1,048,576 with corresponding Galois field extension K = %

order 16, whose elements are shown in Table 11.

The cyclic subgroup of R*, isomorphic to K*, of order 15, is denoted by G5 and shown
in Table 17.

By using the maximal cyclic subgroup shown in Table 17, we obtain the S-box shown in
Table 18.
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;agllg(lgs’ 4;Elements of G1s5 U {0} Exp Polynomial String mod8
—00 0 0000
0 1 1000
2 14 2x + 1x2 1210
4 3x + 6x2 + 4x3 0364
6 2+ x 4 3x3 2103
8 4+44x + x2 4423 4414
10 34 7x +x2 4243 3712
12 6 + 6x + 3x3 6603
14 x +7x2 4+ x3 0171
16 7+ 7x 7700
18 7+ 5x 4 5x2 +7x3 7557
20 44 x +7x2 +6x3 4176
22 14+ 7x2 +5x3 1075
24 4x +3x2 4323 0433
26 7 + 5x3 7005
28 54 7x 4+ 2x2 + 5x3 5725
Table 16 S-box on GR(S, 4)
0 3 111 123
81 224 63 100
1 193 200 10
189 195 60 152
:132112 (1372’ Z:)l ements of G5 U{0} Exp Polynomial String mod32
—00 0 0000
1 1000
3x + 6x2 + 4x3 0364
4 +20x + 9x2 4 20x3 4K9K
12 30 + 14x + 8x2 + 19x3 UES]J
16 31+ 7x + 24x3 V700
20 28 + 9x 4 31x2 4 6x3 S9V6
24 16 + 4x 4+ 11x2 + 11x3 G4BB
28 13 + 15x + 18x2 + 13x3 DFID
32 17 4 2x + 17x2 + 16x3 H2HG
36 24 17x + 8x2 4 3x3 2H83
40 34 23x +x2 +26x3 3N1Q
44 16 4+ 25x + 15x2 + 17x3 GPFH
48 15 +29x + 5x2 4 313 FT5V
52 17 4 16x + 7x% 4 29x3 HG7T
56 31+ 8x 4 24x2 4 5x3 V805
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Table 18 S-box in GR(32, 4)

0 17 34 60
96 175 81 255
1 48 237 222
31 227 144 132

These newly designed S-boxes have increasing encryption and decryption complexities as
compared to the S-boxes constructed over GF(2%). However, it would be extremely difficult
to construct an S-box based on the Galois rings GR(64, 4), GR(128, 4), and GR (256, 4)
by calculating the corresponding maximal cyclic subgroups of these rings. However, this is
possible if one uses the computational method proposed in this study.

8 Conclusions

e A computational method was designed to obtain maximal cyclic subgroups of the groups
of units of finite Galois rings.

e By this method we obtain an enormous number of maximal cyclic subgroups of the groups
of units of finite Galois rings. Consequently, a desired size maximal cyclic subgroup can
easily be used.

e A computational algorithm for constructing a Cayley table for any maximal cyclic sub-
group was given.

e The stock of maximal cyclic subgroups of the groups of units of finite Galois rings will
accelerate the process of construction and decoding of cyclic codes, particularly of BCH
codes.

e This stock will help in S-box construction through maximal cyclic subgroups of the
groups of units of finite Galois rings instead of the binary field extensions.
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