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Abstract. The individual’s perception and understanding obtainment on events
that transform an environment and their real critical contexts, is named Situa-
tional Awareness (SA). This process assists emergency management situation,
allowing experts on SA acquisition and maintenance process, and provide sub-
sidies for an assertive decision making. Specialized SA User Interfaces (UI)
may facilitate the knowledge acquisition, allowing the perception and dynamic
comprehension. The Uls design of SA-oriented systems in critical scenarios, as
emergency management is a challenging issue, considering the presence of mul-
tiple heterogeneous data source, the information about situation that’s in con-
stant transformation and quality limitations associated every new inference.
Known approaches seek to present specifically solutions to their application
domain and are inevitably limited as the described needs in this paper. This pa-
per presents the UI development to promote the visualization and situational in-
formation evolution follow-up, information quality aware, driven to a case of
study in emergency management, which includes new challenges like the data
presentation from human intelligence.

Keywords: Situational Awareness - User Interface - Emergency Systems As-

sessment.

1 Introduction

Endsley [1] defines Situational Awareness (SA) as a process based on perception and
comprehension development about what is happening in the environment inside of a
volume and space of time, and the projection of its status in the near future.
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The decision making systems, as emergency management systems, are recognized
by experts as base provider to support the situational perception.

In critical scenarios, such emergency calls domain, a SA poor may harm the situa-
tion comprehension, compromising the allocation of resources, the heritage and the
environment preservation. Furthermore, the SA process improvement may support
operational process, assisting on the strategic actions planning, improving decisions
quality and allowing better scenario comprehension.

Define a graphic representation process for critical situation management domain,
is a challenge issue on Situation Assessment community, given the dynamics and
complexity of information representation [2]. Moreover, provides data to experts
about information’s quality, to acquire a better comprehension about what is happen-
ing on the environment, are factors that assists the decision making process [3].

The data quality in assessment of emergency situations is also one of the critical
factors in the decision making process [4], whereas situation awareness process may
be impaired, have reduced effectiveness when imperfections information is input into
the process, contributing negatively with the formation the operator mental model to
respond to emergency calls.

In this paper is introduced the UI development dedicated to support of emergency
situation data and information representation and management, quality aware, pro-
duced by emergency management system. A case of study addressing the analysis an
emergency management domain is characterized, in order to illustrate as the use of Ul
can contribute to the situation assessment process.

2 Interfaces for Emergency Management

This section presents the state-of-the-art for SA-oriented interfaces. Existing solutions
typically aim to empower the operator and the system by intensifying their relation-
ship with information to build a more feasible representation of situations.

Yu et al. [5] presented a new visualization context through the UI, which has an in-
terpretation engine for the operator's needs, defining which information must be pre-
sented. For the improvement of the operator’s comprehension, a mechanism of fuzzy
control was proposed to perform a diffuse search based on specific keywords of the
application domain by operators' interactions.

Feng et al. [6] developed a decision support system that incorporates shared SAW
among agents that extract relevant information about entities and represent them to
the operator. These agents have the following set of goals and strategies for each
SAW level: missions, plans, actions and physical attributes. Then, they are responsi-
ble for generating recommendations about the scenario. The Ul deals with the spatial-
temporal aspects of the evolution of missions.

Besides being efficient solutions for the specific application domains, such solu-
tions are limited regarding the management of information being propagated through-
out the cycle of situation assessment. Our approach innovates on promoting a full
control of the information that is produced on each phase, using uncertainty represen-
tation and refinement methods as a resource to control the knowledge that is created,
represented and used to assess situations.



The next chapter presents the interface development applied the Endsley [9][10]
guidelines, as well each item choices justifications.

3 The development of the user interface for situational
assessment systems

Situation Assessment has as the primary responsibility produce subsidies to assists the
human operator’s SA and consequently generate knowledge to the decision making
process. A situation assessment complete process in complex scenarios it is intended
to acquire, process and present parts of information, can contribute with situation
understanding.

The process starts on Data Acquisition module, where the transcript of audio re-
ported to the Sao Paulo State Police (PMESP) via emergency calls, and the social
network posts acquisition is made. At this, a grammatical analysis to identify relevant
objects, attributes and properties in sentences is performing, process called Natural
Language Processing (NLP). A set of objects, attributes and properties called Situa-
tion, is produced and subject to the following module to the data and information
quality assessment.

Data and Information Quality Assessment module determines a sequence of activi-
ties to quality data presents. Herein, situation is submitted to following dimensions’
analysis: describing data or attributes completeness; currency, helps determine the
information “age”; and uncertainty, a generalization of others dimensions in a single
quality measure (set of data). Thus, each object has its completeness score, and in
case of failure, time and uncertainty scores are applied [7].

On Situation Knowledge Representation Module, the goal is present semantic in-
formation, owing to flexibility present, object’s relations in each class, called Object
Propriety.

The Data and Information Fusion Module, performs search among the synergic in-
formation between present classes on ontology, that may hold object, attributes, pro-
prieties and quality scores information’s which have matching. As result, submitted
information to fusion process are analyzed to find synergies, hierarchically, resulting
new situational information [8].

Ultimately, SA-oriented User Interface Module, aims determines a sequence of ac-
tivities to assists critical situations management process. This work, acts in this situa-
tional assessment stage. The UI, aims allow experts to SA acquire, maintain, and re-
cover. This stage should present acquire, process, if necessary fused and present situa-
tions significantly

The next chapter, the UI development is present and a case of study applied. This,
refers to an urban robbery situation, related to PMESP’s central monitoring com-
plains, and the information inclusion on critical situations management process.

The case of study, guides this work development, describe an urban robbery com-
plains input and process occurred in S@o Paulo/Brazil. The complains arrives to
PMESP central, across emergency calls or social network posts. Each new complains,
the system operator receives situational graphic representation actualization starting
objects which comprise interest environment (the victim, the criminal, the stolen ob-
ject, and event spot) and complainants present attributes and identified by the tool.



For the UI development lifting requirements, guidelines to SA design, introduced
by Endsley [9] [10] were adopted. Thus, in this section are presented the development
guidelines for each UI component and state of the arte design choices. Highlights up
advantages and disadvantages each design choice for urban critical scenario.

In order to starts interface with information, our case of study will be addressing
the following situation: “To stop the car on Domingos Setti avenue with Luis Vives
street, at 2 PM, Luciano was surprised for an armed individual by an unidentified
object. He was forced to out of the car with his hands up, but due to his age and walk-
ing difficulties, Luciano took some time to perform the robbery order, and in this way
was assaulted hard head. Injured, Luciano get out of the car and tall individual, using
light blue jeans and yellow t-shirt, run away with Luciano’s black Porshe direction
west of the city to Klabin subway. To be a little traffic local, they weren’t registered
many reports related to this incident.”

3.1  Organize information according to the goals

The goal is analysis and evaluate situations from emergency management situations
domain, to assists experts SA acquire using collated and processed information start-
ing assessment systems.

For that, the information presentation was structured around goals to build a faith-
ful situation presentation and follow the evolution, thus, it’s necessary that Ul do not
totally goal-driven oriented, aiming SA contribution. Hence, the interface was divided
into three different but inter-connected views. Fig. 1 presents the UI completed visual-
ization for the acquisition of SA.

Current Situation Sourve | Kind of situstion | Situation Time Trust of situstion

190 UNKNOWN 140457
190 ROBBERY
190 ROBBERY
post ROBBERY
post ROBBERY
s post ROBBERY 140713 5869
4 post ROBBERY Update C 140954 6423

14,0545
14.05

14.05 57
140702 5869
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Fig. 1 - Ul presentation to emergency management.

The first view (top right) in the Ul is an object's table for incoming events, contain-
ing: information source, type of situation, objects found by acquisition and fusion,
added time in-formation and the information quality (0 to 100) assessed. In this table
was specificity the transformations, like: object data actualization.

Fig. 2, a report that occurs at 2:04 PM is exhibited: “just happened a criminal here
in domingos setti a driver was threatened and ordered he come out of vehicle with



nothing the robbery run away toward the Klabin subway” this are identified the in-
formation source, being an emergency call, type of situation that so far it is unknown,
and could be add objects types: criminal and event spot, because ate the report this
information was provided, feeding the situation.

Event table
Sourve Kind of situation Situation Time Trust of situation
EI 190 UNKMNOWN AddCand P 14:04:57 35.69

More information: just happened a crime here on Domingos Setti a driver was threatened and ordered
him out of the vehicle without taking anything bandit fled toward the Klabin subway

+ 190 ROBBERY Update C and P. Add V 14:05:45 438
+ 190 ROBBERY Update C. Add O 14:05:46 47.39
+ post ROBBERY Update C and O 14:05:57 50.53
+ post ROBBERY Update O 14:07:02 58.69
+  post ROBBERY 14:07:13 58.69
[5ood nOnNEM Bagm U Criminal [V - Victim [0 - Object [P~ Place ©

Fig. 2 - First view, presentation of object's table for incoming events.

The second view (bottom right) is a map-based, with visualizations as overlays
geo-located according to the location of the acquired data. The use of georeferenced
map overlays, is used in emergency management operations, because there is localiza-
tion dependence to determine the attendance of the event, as shown in Fig. 3.
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Fig. 3 - Second view, map presentation.

Based on case of study, ate the map are present the event spot approximated locali-
zations identified in reports. The red marker presents the average found localization,
and the blue glyphs presents de made reports localizations, differentiated by types,
like: social network or emergency calls.



The third view (left) comprises for a relational graph, justified by the need of in-
formation hierarchical knowledge. Situation is present by the central node, with rela-
tions between objects and attributes.

The node size presents your importance; the biggest node presents the situation.
The next level presents the set of objects (entities) identified on inference (ex: local).
The smaller node leaves present the objects attributes (ex: reference points, descrip-
tions, status), As show in Fig.4.
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Fig. 4 - Third view, hierarchical graph situational presentation.

3.2 Presenting Level 2 of Awareness directly

The goal is to present necessary information into a second SA level that support di-
rectly understanding of minimum processing, as a first indication that a situation is
probably happening. The idea is to present some figures already calculated instead of
relying experts calculation on the Level 1 SA data.

Some situations (composed by objects and attributes) can be calculated and priori-
tized to reduce operator's mental calculation. For example, the automated part can
perform information fusion from multiple objects "object" identified in the acquired
information.

Fig. 5 (a) shows a case of robbery, but refers something unidentified. By means of
new reports, it is identified that a car was stolen, according to (b), is identified the
car's color which is black (c) and the car's brand that is a Mercedes(d).



So, instead of displaying the input information separately information merged with

low dimensionality and more meaning can be adopted.
i o
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Fig. 5 - Presenting Level 2 of Awareness directly.

3.3  Supporting Global Situation Awareness

The "situation picture" should always be available. Global SA is the overview of the
whole situation in a high level language and according to experts objectives. It is the
data information and information apparently useful to the situation added to apparent-
ly not useful information.

In most Situation Assessment systems, global SA is always visible and can be cru-
cial to determine what goals have high priority. In the development scenario of this
Ul, the overall SA can be represented by the map display, as shown in Fig. 3.

The permanence of these objects and attributes in the situation formation is im-
portant because according to the situation and information, the operator can be guided
or not in the decision-making process.

3.4 Information Filtering

To avoid overloading not SA-related information should be filtered. The UI should
only provide crucial information for the purposes of each task. Therefore, an interac-
tive filter was developed.

This filter is useful to reduce search space and determines fusion candidates
through visual analysis. However, SA does not occur instantaneously. Humans take
time to orient themselves in relation to situations and critical attributes. To this end,



the object table can be expanded on demand to expose and hide information on the
report of a certain insertion of objects, textually, as shown in Fig. 2.

Furthermore, when a relation candidate has been detected, indicated by humans or
the system, the table and the graph object provides a new graphical link indicating a
probable relationship that may or may not be accepted by the skilled person.

3.5 Support the Reliability Verification of Information

It is known that in the context of data usage of human intelligence (HUMINT) as
input, there is a great chance that the acquired data present some kind of quality prob-
lems.

To infer and represent the data source reliability local quality indices were adopted.
The better the quality of the generated information, higher the data source reliability.
Although the values reliability can be displayed numerically, Ware [11] states that the
use of luminance levels is advised (lighter for more reliable).

Thus, the Ul shows alternative forms of representing quality. The lower the infor-

mation quality, the faster the human operator decision (high, medium, low) and they
tend to better accept the lowest rates. The numerical data uses analog and in classifi-
cation tend to generate slower decisions.
For UL, it is employed the use of colors and shapes, plotting relevant dimensions to
the domain and generalization sure of the situation. The closer the node approaches
the green color higher the data quality. The closer the red worse the data quality, ac-
cording to Ware [11] on the perception of color in the representation of information.

3.6  Explicitly Identify Absence of Information

Humans deal with the absence of metadata as something positive. If there are positive
readings, they find a lost reading is also positive when in fact, they can be extremely
conflicting and inaccurate. Human beings act differently when they know if there is a
likelihood of something going wrong. The lack of information is usually treated as
correct and entrust level.

There are two variations of the problem: the inexistence of danger, which is when
the information was analyzed and there is no threat; and when there are no known
dangers when there are some places that were not covered or sensory limitations.

In addition, stress and workload can lead people to not pay attention to the lack of
information. Some humans are dependent on visual information others only rely on
their experience.

In that UI nodes have updated their internal color every time the information quali-
ty is corrected, mainly due to completeness, presented as the main information quality
problem of information in this area, as Fig. 1.

The central node color in the graph represents certainty in the situation, calculated
based on completeness and timeliness dimensions of objects. The color of the nodes
of the first level is the quality level of each object, calculated based on completeness
and particular object of the present time. The second nodes level of coloration follow
the color of the first level, because it is a specialization of the object data.

Visual coloring techniques were used where the red-green scale and its hues quali-
fy information. These are generally used to represent errors and information gaps. In



this case, used to classify certain index thereof, as shown in the topical support and
check the reliability of information.

The node size was used to represent information hierarchy, the highest (status) to
the smallest (attributes), as shown in Fig. 5.

In the map, the use of glyphs happens due the abstraction the operator may have
about the representation composed by objects in the formation of such display. In this
case, a location marker was used to represent the median location in relation to other
glyphs situation, as the colors techniques were employed. Glyphs with representation
phones and social networks have been used to facilitate understanding of the origin of
the information.

The site map was created in white and shades of gray to avoid operator's mental
confusion in relation to relief and other information. Their choice is justified by better
application grating staining of the glyphs, as shown in Fig. 3.

3.7 Representing Historical Events to follow up Information Evolution

In order to move forward and return to the situation evolution the UI displays graphic
and interactive access to historical information on a timeline. A timeline was imple-
mented in order to allow users to move along the situation and rediscover how it was
at any given time.

In our approach, the situation is something that evolved over time. Past situations
can also be restored through access buttons. When triggered, these buttons allow the
user to navigate the situation, knowing how it behaved at any given time. The naviga-
tion is based on the reports where each number is the entry of a new report.

Thus, there is a possibility of returning in the past and also to monitor events in real
time and move directly to a specific time. As a downside, there is a possible loss of
focus on relevant current events and confusion about the reality of events.

3.8 Support quality of data and information level and Uncertainty
Management

As experts need evaluate the utility of situational information, might have a manner
for them be able to adapt such information to the necessities of their tasks. In this
context, need the human act reflects on the information quality, it is inferred and pre-
sents by automation.

Once situational information was previously granted, the attributes referring to in-
formation quality are also measured and presented at the UI, together qualified infor-
mation, in the visual suggestions form (cues) that shows such qualification. In this
context, data and information quality not only assists experts to establish a trust level
that they need deposit on information, but also guide them to seek resources to im-
prove information quality, complementing the performed automation, but possibly
cannot have been sufficient to arouse the human trust and stimulate the SA process.

In this approach, the expert is able to insert and remove parts of situational infor-
mation, in this way, it is possible that expert insert, update or remove objects and
attributes that compose situational awareness directly. The graph allows SA support
allowing insertion and removal of news attributes that experts judge relevant for the
situation as show in Fig. 6.
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Fig. 6 - Attributes insertion example. The clown attribute been inserted at tattoo attribute.
Reference to the existence of a clown tattoo on the criminal arm.

With this option at the tool, the Ul expert have the possibility to manipulate the Ul
generated information, adding a new attribute that judge relevant for the situation or
removing an attribute according your necessity.

Acting directly on situational knowledge, entered, updated or removed information
reflect in others situational assessment process stages and may be considered for the
Assessment, Fusion, Semantic Presentation and Graphical Interface.

4 Conclusion

During all Situation Assessment process, the situational information it is advertis-
ing, evolves and may be compromised because suffered transformations over time.
The information quality in turn may be evaluated throughout the evolution process In
this way, the user interface utilization to assists information management control
helps the process to acquire, maintain and recover SA.

The Ul, is responsible to allow the Situation Knowledge Presentation, where in-
formation presentations mechanisms do not interfere information semantically, but
allow increment the situation knowledge relation process stages.

Both information has the goal to support SA-oriented Ul, which is the situational
information management and the contributed process for your formation.

With the information presented, concludes that is possible insert an SA-oriented Ul
on the emergency situation assessment process, because as shown at case of study the
application had satisfactory results, assisting the experts acquire, maintain and recover
SA process at UI. This conclusion, is based on the developed assessment and the Ul
development guidelines.
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