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Non-technical losses (NTL) identification has been paramount in the last years. However, it is not straight-
forward to obtain labelled datasets to perform a supervised NTL recognition task. In this paper, the
optimum-path forest (OPF) clustering algorithm has been employed to identify irregular and regular
profiles of commercial and industrial consumers obtained from a Brazilian electrical power company.
Additionally, a model for the problem of NTL recognition as an anomaly detection task has been pro-
posed when there are little or no information about irregular consumers. For such purpose, two new
approaches based on the OPF framework have been introduced and compared against the well-known
k-means, Gaussian mixture model, Birch, affinity propagation and one-class support vector machines.
The experimental results have shown the robustness of OPF for both unsupervised NTL recognition and
anomaly detection problems. In short, the main contributions of this paper are fourfold: (i) to employ
unsupervised OPF for non-technical losses detection, (ii) to model the problem of NTL as being an anomaly
detection task, (iii) to employ unsupervised OPF to estimate the parameters of the Gaussian distributions,
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and (iv) to present an anomaly detection approach based on unsupervised optimum-path forest.
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1. Introduction

Non-technical losses (NTL) identification has been paramount in
the last years, mainly in development countries where the energy
taxes are based on the amount of thefts in the distribution system.
The main concept related to NTL refers to the amount of energy that
has been used but not billed, and may also reflect on the quality of
distributed energy. Aiming to avoid thefts in power distribution
systems, or even cyber-attacks [1], one can refer to a considerable
collection of works that deal with NTL identification using machine
learning techniques.

In regard to supervised-based NTL identification, Nagi et al.
[2], for instance, proposed a hybrid approach composed of a sup-
port vector machines (SVMs) classifier and fuzzy models that
outperformed their previous work, which employed only SVMs
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for this task [3]. Later, the same group of authors presented an
interesting work comparing several supervised learning techniques
for NTL detection [4]. Ramos et al. [5] introduced the supervised
optimum-path forest (OPF) classifier in the context of theft detec-
tion in Brazilian consumers, obtaining results comparable to the
ones achieved by SVMs, but much faster considering the training
and testing phases. Further, Ramos et al. [6,7] presented two feature
selection techniques for NTL characterization, i.e., the authors were
concerned into finding the set of features that best discriminate
legal and illegal profiles.

Since NTL-oriented datasets are usually imbalanced, Martino
et al. [8] presented an approach to deal with such shortcoming,
given most part of datasets usually contain much less positive
(theft) samples than regular consumers. Leén et al. [9] presented
an expert system for supervised NTL identification in Spain, and
the aforementioned group of authors have tackled the same prob-
lem through regression analysis [10]. In addition, the MIDAS
system was proposed by Monedero et al. [11] aiming to combat
thefts in electrical power distribution systems based on neu-
ral networks and statistical analysis. Recently, Guerrero et al.
[12] used a knowledge-based system that employs text mining,
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neural networks, and statistical techniques to detect non-technical
losses.

However, most part of works address the problem of NTL iden-
tification using supervised techniques. Since to obtain labelled
datasets in this context is usually a hard task, it is often neces-
sary to evaluate unsupervised techniques for NTL identification.
Donadel et al. [13], for instance, presented a methodology to esti-
mate the energy consumption based on clustering and sampling
techniques, and Tasic¢ and Stojanovic [14] employed a fuzzy-based
clustering algorithm for energy losses identification. In India, Babu
etal. [15] aimed at identifying NTL and suspect profiles of irregular
energy consumption by determining similar groups through fuzzy
c-means clustering.

Recently, Rocha et al. [16] proposed an unsupervised version of
the OPF classifier, in which the pattern recognition task is modelled
as a graph partition problem where some key samples (prototypes)
compete among themselves in order to partition the graph into
clusters. Such approach has been used in several applications, but
it has been noticed only one work that employed OPF for unsuper-
vised NTL identification so far [17]. Therefore, this work aims at
evaluating OPF clustering for non-technical losses identification in
power distribution systems in two private datasets provided by a
Brazilian electrical power company, being one dataset composed
of commercial profiles and the another one composed of industrial
consumers.

Another main contribution of this paper is to model the prob-
lem of non-technical losses identification as an anomaly detection
task, in which the classifier is trained with the regular consumers
only. Therefore, when a new sample comes up to be classified, it is
identified if this sample belongs to the “normal” pattern learned by
the classifier. Otherwise, such sample is then classified as being an
anomaly, i.e., a profile from a thief user. One of the most commonly
used approaches to detect anomalies is the so-called Multivariate
Gaussian Distribution, in which each cluster is modelled as a Gauss-
ian distribution with its parameters estimated by some machine
learning technique. After that, when a new test sample appears to
be classified, it is verified its closest Gaussian distribution, and if
this distance is greater than a threshold, such sample is then clas-
sified as an anomaly. In this paper, the unsupervised OPF has been
introduced to estimate the Gaussian parameters, showing it can be
more robust than some techniques that are often used for such
purpose. Additionally, OPF is compared against the well-known
k-means, Birch, affinity propagation (AP), and Gaussian mixture
model (GMM) considering both approaches, i.e., unsupervised NTL
recognition and anomaly detection (in regard to this last task, one-
class SVMs [18] has also evaluated either; and AP and Birch have
been applied to unsupervised NTL identification only). Finally, an
anomaly detection approach purely based on the optimum-path
forest has been proposed as well, which was evaluated in the con-
text of NTL identification.

In short, the main contributions of this paper are fourfold: (i)
to employ unsupervised OPF for non-technical losses detection,
(ii) to model the problem of NTL as being an anomaly detection
task, (iii) to employ unsupervised OPF to estimate the parame-
ters of the Gaussian distributions, and (iv) to present an anomaly
detection approach based on unsupervised optimum-path forest.
The remainder of this paper is organized as follows: Sections 2
and 3 present the OPF clustering theory and the experimental
methodology, respectively. Section 4 discusses the experiments,
and Section 5 states conclusions and future works.

2. Optimum-path forest clustering
Let Z be a dataset such that for every sample s € Z there exists

a feature vector 7(s). Let d(s, t) be the distance between s and t in
the feature space. For instance, d(s, t) = ||J(t) — U(s)| - the Euclidean

distance between 7(t) and ¥(s). A graph (2, A;) can be defined such
that the arcs (s, t) € A connect k-nearest neighbours in the feature
space. The arcs are weighted by d(s, t) and the nodes s € Z are
weighted by a probability density value p(s):

o (s, 0)
p(s)_VZnaz\Ak(S)l Z exp( 202 > w

Vt e Ag(s)

where |Ay(s)| =k, 0 =df/3, and dy is the maximum arc weight in
(Z, Ag).This parameter choice considers all adjacent nodes for den-
sity computation, since a Gaussian function covers most samples
within d(s, t) € [0, 30]. Moreover, since A, is asymmetric, symmet-
ric arcs must be added to it on the plateaus of the probability density
function (pdf) in order to guarantee a single root per maximum.

The traditional method to estimate a pdf is by Parzen-window.
Eq. (1) can provide the Parzen-window estimation based on an
isotropic Gaussian kernel when the arcs are defined by (s, t) € Ay if
d(s, t) < dr. However, this choice presents problems with the differ-
ences in scale and sample concentration. Solutions for this problem
lead to adaptive choices of dr depending on the region of the feature
space. By taking into account the k-nearest neighbours, the method
handles different concentrations and reduces the scale problem to
the one of finding the best value of k, say k* within [k, kmax], for
1 < Kmin < kmax < | 2.

The solution proposed by Rocha et al. [16] to find k* consid-
ers the minimum graph cut among all clustering results for k < [1,
kmax] (Kmin = 1), according to the normalized measure GC(Ay, L, d)
suggested by Shi and Malik [19]:

/

i
W,-+W,.”

1
Z d(s, t)’ 3

V(s,t) € AgIL(s)=L(t)=i

, 1
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where L(¢) is the label of sample t, W/ uses all arc weights between
cluster i and other clusters, and W; uses all arc weights within
clusteri=1,2,...,c

The method defines a path 7; as a sequence of adjacent samples
starting from a root R(t) and ending at a sample t, being ;= (t)
a trivial path and ;- (s, t) the concatenation of 75 and arc (s, t). It
assigns to each path r; a value f{r¢) given by a connectivity function
f. A path mr; is considered optimum if f{rr;) > f{7,) for any other path
Tt.

Among all possible paths 7; from the maxima of the pdf, the
method assigns to t a path whose minimum density value along it
is maximum. That is, the method finds V(t)= max {f(m;)} for

Ve e(Z2,Ay)
flm:) defined by:
pt)  ifteRr
) =
o) p(t) =8 otherwise, (5)

(
F(s - (s, £))) = min{f(7s), p(t)},

for§ = min |p(t) — p(s)| and R being a root set, discov-

V(s,t) € Aklp(t) # p(s)

ered on-the-fly, with one element per each maximum of the pdf.
It should be noted that higher values of § reduce the number of
maxima. In this work, we used §=1.0 and p(t) € [1, 1000]. The OPF
algorithm maximizes the connectivity map V(t) by computing an
optimum-path forest — a predecessor map P with no cycles that
assigns to each sample t ¢ R its predecessor P(t) in the optimum
path from R or a marker nil when t € R. Algorithm 1 implements
this procedure.
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Algorithm 1. OPF clustering algorithm.
INPUT: Graph (Z, Ag) and distance function d.
OuTPUT: Optimum-path forest P, connectivity map V and label map L.
AUXILIARY: Priority queue @, density map p, variables tmp and [ < 1.
1. For each s € Z, do
2 Compute p(s) using Equation (1).
3 Set P(s) < nil, V(s) < p(s) — 4, and insert s in Q.
4. While @ is not empty, do
5. Remove from Q a sample s such that V (s) is mazimum.
6 If P(s) = nil, then
7 Set L(s) <1, l < 1+ 1, and V(s) < p(s).
8 For each t € Ag(s) such that V(t) < V(s), do
9. Compute tmp < min{V (s), p(t)}.
10. If tmp > V (t) then
11. Set L(t) < L(s), P(t) < s, V(t) < tmp.
12. Update position of t in Q.

13. Return a classifier [P,V, L].

In Algorithm 1, Lines 1-3 initialize the variables, and also inserts
all samples in the priority queue Q. The main loop in Lines 4-13 is
responsible to run the OPF clustering algorithm. It first removes a
sample s from Q with maximum connectivity value V(s). If s has
not been conquered by any other sample, then P(s)=nil (Line 6)
and s is a root of the connectivity map (a maximum of the pdf).
Since s € R, by Eq. (5), its connectivity value is reset to p(s) (Line
7), which in addition to the fact that 4; is symmetric on plateaus
of the pdf will make root s to conquer the remaining samples of
its plateau. It is also assigned to it a new distinct label (cluster) for
optimum-path propagation to the rest of its dome. The inner loop
in Lines 8-12 evaluates all adjacent sample t of s to which s can
offer a better connectivity value (i.e., V(t) < V(s)). If the path 7t - (s, t)
offers a higher connectivity value to t (Lines 9-10), then the current
path ¢ is substituted by the new path 75 - (s, t), being the maps V(t),
L(t), and P(t) updated accordingly (Lines 11-12).

3. Methodology

In this section, the datasets and a brief explanation about the
techniques employed in this paper are presented, as well as and the
quality measure used to evaluate the effectiveness of the clustering
techniques.

3.1. Datasets

Two labelled datasets obtained from a Brazilian electric power
company, named B; and B, have been used. The former is a dataset
composed of 3178 industrial profiles, and the latter contains 4948
commercial profiles. Each industrial and commercial profile is rep-
resented by eight features, as follows:

1. Demand Billed (DB): demand value of the active power consid-
ered for billing purposes, in kilowatts (kW);

2. Demand Contracted (DC): the value of the demand for continu-
ous availability requested from the energy company, which must
be paid whether the electric power is used by the consumer or
not, in kilowatts (kW);

3. Demand Measured or Maximum Demand (Dqx): the maximum
actual demand for active power, verified by measurement at 15-
minute intervals during the billing period, in kilowatts (kW);

4. Reactive Energy (RE): energy that flows through the electric and
magnetic fields of an AC system, in kilovolt-amperes reactive
hours (kVArh);

5. Power Transformer (PT): the power transformer installed for the
consumers, in kilovolt-amperes (kVA);

6. Power Factor (PF): the ratio between the consumed active and
apparent power in a circuit. The PF indicates the efficiency of a
power distribution system;

7. Installed Power (Pj,s¢): the sum of the nominal power of all elec-
trical equipment installed and ready to operate at the consumer
unit, in kilowatts (kW);

8. Load Factor (LF): the ratio between the average demand (Daverage)
and maximum demand (Dpqyx) of the consumer unit. The LF is an
index that shows how the electric power is used in a rational
way.

The commercial dataset contains 4680 regular consumers (94.58%)
and 268 irregular profiles, while the industrial dataset contains
2984 samples (93.89%) that represent regular consumers, and 194
samples that denote irregular consumers. Notice all the aforemen-
tioned features are measured over one month.

3.2. Clustering techniques

In this section, the unsupervised techniques employed for
comparison purposes against OPF are presented, as well as
the modelling used for both unsupervised NTL recognition and
anomaly detection tasks.

3.2.1. k-Means

Such technique requires the number of clusters as an input, and
it groups data trying to separate samples in groups with similar
variance in order to minimize some criterion. This algorithm scales
well to large number of samples, and it has been widely used in
many different application areas [20-22].

Roughly speaking, the k-means algorithm works by dividing a
set of N samples into k disjoint clusters G, j=1, 2, .. ., k, being each
one described by the mean (; of its samples. The means are the so-
called cluster “centroids”, and may not be points from the dataset.
The k-means algorithm aims at choosing centroids that minimize
the within-cluster sum of squared criterion [22], given by:

N
;ﬂfgj(ﬂxi—m”%, Viji=1,2,...k ©

being x; a sample from the training data.

3.2.2. GMM
A Gaussian mixture model is a probabilistic model that considers
all the data points are created from a mixture of a finite number of
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Gaussian distributions with unknown parameters. It is possible to
imagine such approach as a generalization of k-means clustering by
adding the information about the covariance structure of the data,
as well as the centres of the latent Gaussians [22].

The expectation-maximization (E-M) algorithm is usually
implemented by GMM in order to fine-tune each Gaussian mix-
ture, which basically aims at learning the mean and covariance of
each model, as well as its weight to be used in the mixture com-
putation. Finally, test samples are classified by associating them
to the most likely Gaussian distribution. Since it might be difficult
to learn Gaussian mixture models from unlabeled data, E-M tries
to circumvent this problem by an iterative process that assumes
initial random components and, for each point, it estimates the
probability of being part of each component of the model. Then,
one takes the parameters to maximize the probability of the data
given those assignments. This process is repeated until it met some
convergence criterion [22].!

3.2.3. Affinity propagation

Affinity propagation is an interesting clustering technique that
does not require the number of clusters beforehand [25]. The main
idea is to find the most representative exemplar for each dataset
sample based on aniterative process. The algorithm keeps updating
two matrices called “responsibility” and “availability”, being the
former in charge of modelling the level of suitability of each sample
to be the most representative one concerning another sample, and
the latter matrix encodes how appropriate it would be for given
sample to pick another one as its exemplar instead of others.

3.2.4. Birch

Birch is a hierarchical clustering technique often used to handle
data stream, since it is considerably fast [26]. Also, it is based on
the assumption that all samples may not be equally important for
clustering computation. Given that Birch is incremental, it does not
need all data in advance.

3.2.5. SYM

Considering the task of anomaly detection, one-class support
vector machines have been employed as well [18], which has a
slightly different formulation from that used to describe SVMs.
Instead of trying to learn a hyperplane that maximizes the distance
between elements from different classes, one-class SVM build a
hyperplane that maximizes the distance between the sample in
the feature space from the origin of that coordinate system. There-
fore, a test sample near the other ones will be labelled as +1, and
the ones far apart will be labelled as —1 (anomaly).

3.3. Evaluation analysis

In this work, two distinct experiments are conducted: (i) the
first is related to the unsupervised NTL identification (Section 4.1),
and (ii) the second one is related to the application of unsuper-
vised techniques to model the problem of NTL identification as an
anomaly detection task (Section 4.2). Although the label informa-
tion is used to design the datasets, such knowledge is not employed
during the learning process. In regard to the anomaly detection
task, a new dataset composed of legal consumer profiles has been
built. Such data are considered “normal” samples, and right after
the unsupervised learning process, any sample that does not fit
into the learned model, is thus considered an “anomaly”.

Considering both experiments, a classification accuracy pro-
posed by Papa et al. [27] that considers unbalanced datasets has

1 Notice it has been employed the scikit-learn [23] for k-means, AP, GMM and
SVM implementations, and LibOPF [24] concerning the OPF classifier.

been adopted, which is a common problem in the context of NTL
detection. Such classification accuracy strongly penalizes errors on
small classes, being adequate to the context of this work, since there
are much more samples from regular consumers than irregular
ones. The accuracy is measured by taking into account the classes
may have different sizes in a dataset Z. Let us define:

FP;
€= — o)
12l =12
and
FN; .
e,"zzil i=1,2,..,K, (8)

=4

where Z stands for the number of classes, | 2| concerns with the
number of samples in Zthat come from class i, and FP; and FN; stand
for the false positives and false negatives for class i, respectively.
That is, FP; is the number of samples from other classes that were
classified as being from the class i in Z, and FN; is the number of
samples from the class i that were incorrectly classified as being
from other classes in 2. The error terms e;; and e; are then used
to define the total error from class i:

Ei=ej1+es. (9)

Finally, the accuracy Acc is then defined as follows:

K
Zi:lEi
Acc:l—T. (10)

Additionally to the aforementioned accuracy measure, the F-
measure is employed either [28], a well-known measure that
considers both the precision and recall information.

Although the experiments work with unsupervised techniques,
a labelled dataset is used to compute the classification accuracies,
as follows:

e OPF: after the clustering procedure, a collection of optimum-path

trees (clusters) rooted at each prototype is obtained. Then, all

samples of a given cluster are labelled with the same label of
their root;

k-Means: after the clustering procedure, a collection of clus-

ters with samples associated with their nearest cluster’s centre

is obtained. Soon after, all samples from the same cluster are
labelled with the very same label of their cluster’s centre;

e GMM: a similar procedure adopted for k-means is also used
here. After estimating the parameters of each cluster (Gauss-
ian distribution) using E-M algorithm, the cluster’s centre (mean
parameter) is labelled with the same label of its nearest neigh-
bour, and then such label is propagated to all elements that fall
in the very same cluster;

e AP: a similar procedure adopted for k-means and GMM is also

employed. After clustering, the centroid of each cluster is labelled

with the same class of its nearest neighbour, and such label is
propagated to all samples that fall in the same cluster; and

Birch: The very same approach adopted on the three aforemen-

tioned techniques regarding labelling process is also applied for

Birch. After clustering, the label closest to the center of each dis-

tribution is propagated to the whole cluster.

3.4. Statistical evaluation

In order to provide a robust evaluation of the techniques
employed in this work, a cross-validation procedure with 20 run-
nings for mean accuracy computation is performed, as well as
the standard deviation for both experiments (i.e., unsupervised
NTL recognition and anomaly detection). After that, the Wilcoxon
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signed-rank statistical test [29] is applied to allow a pairwise com-
parison against all techniques used in this paper with a significance
level of 5%.

4. Experimental results

As aforementioned, two rounds of experiments are conducted,
being the first one used to asses the robustness of OPF when
dealing with unsupervised non-technical losses identification, and
the second round aims at evaluating OPF for anomaly detection
environments. The next sections describe in more details both
experiments.

4.1. Unsupervised non-technical losses detection

This section presents the results concerning unsupervised non-
technical losses identification using OPF, AP, GMM, Birch, and
k-means. Suppose a fully labelled dataset Z= 2 U 2, U Z3, in
which Zi, 2, and Z3 stand for training, validating, and test sets,
respectively. The idea is to employ 2Z; and Z, to find the number
of clusters for GMM, Birch and k-means, as well as the best prefer-
ence for AP and a kinqx value that maximizes the accuracy over 2,

considering OPF.? After that, the best set of parameters is then used
to assess the final accuracy value of each classification technique
over Zs.

In order to find out the best parameters for each technique, a
near-exhaustive search for kpnqx € [1, 100] with steps of 5 has been
performed, as well as the preference concerning AP between the
range of [—-100, 100] with steps of 10 and the number of clusters
considering GMM, Birch and k-means within the range [1, 2000]
and [1, 1500] with steps of 100 for B. and B; datasets, respectively.
Fig. 1 shows the behaviour of accuracy values for each kpqx value
using OPF considering both datasets, and Fig. 2 shows the evolu-
tion of the accuracy curve for each number of clusters considering
Birch, GMM and k-means.? From those figures, it is possible to real-
ize the landscape of OPF accuracy function is slightly smoother
than GMM and k-means ones, which means that one can easily
apply some optimization function over OPF accuracy curve in order
to find suitable kpqx values much faster than the near-exhaustive

2 Notice it has been used 50% of the original dataset for 2, 20% for 2, and 30% for

Z3. These percentages have been empirically chosen. The idea is to provide a larger
training set for learning purposes, as well as a validating and testing sets of similar
sizes, since the idea of the validating set is to somehow simulate the real-word.

3 Considering Birch, we used a threshold of 0.05, which was obtained empirically.
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Table 1

Best set of parameters obtained over the validating set.
Technique B B;

Clusters Kimax Clusters Kimax

OPF 1768 1 1142 1
GMM 1357 - 1142 -
k-Means 1736 - 1200 -
Affinity propagation 2471 - 1587 -
Birch 1105 - 1347 -

Table 2

Average accuracy for each clustering technique considering B and B; datasets.
Technique B B;
OPF 81.57% + 2.48 78.30% + 3.11
GMM 74.64% + 3.90 74.80% + 4.35
k-Means 81.51% + 3.71 77.88% =+ 3.48

Affinity propagation
Birch

82.56% + 3.00
51.65% + 2.23

79.51% + 2.33
72.15% + 12.21

Table 3

Average F-measure for each clustering technique considering B, and B; datasets.
Technique Bc B;
OPF 0.98 + 0.002 0.97 + 0.003
GMM 0.97 + 0.003 0.97 + 0.005
k-Means 0.98 + 0.003 0.97 + 0.004
Affinity propagation 0.98 + 0.002 0.97 + 0.003
Birch 0.94 + 0.015 0.96 + 0.016

search employed here. Additionally, the OPF fine-tuning procedure
is much faster than GMM and k-means, since it requires much less
optimization steps (the best OPF result is obtained using the first
tentative, i.e., with kpax=1).

In regard to affinity propagation, it has been tried different val-
ues for the “Preference” parameter, as displayed in Fig. 3. Such
parameter models the amount of affinity among samples, and
points with large preference values are more likely to become
exemplars, i.e. centroids of clusters. Clearly, if one uses positive
values for such parameter, one can obtain much better results.

Table 1 presents the best number of clusters and kpqx values
obtained in the aforementioned experiment. As a cross-validation
procedure with 20 runnings was executed, such values are aver-
aged and rounded to the next nearest integer.

Additionally, Tables 2 and 3 present the average accuracy and
F-measure for each clustering technique using the parameters
obtained in the previous step, respectively. Notice the most accu-
rate results according to the Wilcoxon statistical test are in bold.

As one can observe, OPF and k-means have obtained similar results
considering both measures, followed by GMM. Such behaviour
is in agreement with the results obtained during the fine-tuning
step. The most accurate technique concerning accuracy is the
affinity propagation, although its results were quite close to the
ones obtained by both OPF and k-means. In fact, one can observe
all techniques, except GMM and Birch, obtained very good results
considering both datasets. Additionally, although all techniques
have obtained very close F-measure values considering B, dataset
(Table 3), OPF achieved an F-measure of 0.98, k-means obtained
0.98 and GMM achieved 0.97, which may explain the bolded
results as being the best ones for OPF, AP and k-means.

Tables 4 and 5 present the Wilcoxon results over B. and B;
datasets, respectively, where the symbol ‘ + ’* denotes there exists
a difference between methods, and symbol ‘=’ represents the tech-
niques are similar to each other. As aforementioned, OPF and
k-means obtained similar results for both datasets considering the
accuracy and F-measure. Also, the statistical evaluation confirms
affinity propagation obtained the best results so far. The values in
parenthesis stand for the results considering the F-measure.

4.2. Non-technical losses recognition as an anomaly detection
problem

This section shows how to handle NTL identification using
the framework of anomaly detection. Roughly speaking, anomaly
detection techniques aid us to address patternrecognition-oriented
problems when little or no information about some specific class

Table 4
Wilcoxon signed-rank test for B. dataset considering the unsupervised NTL detection task.
Technique OPF GMM k-Means Affinity propagation Birch
OPF
GMM #(#)
k-Means =(=) # (#)
Affinity propagation # (=) #(#) # (=)
Birch #(#) #(#) £ (#) #(#)
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Table 5
Wilcoxon signed-rank rest for B; dataset considering the unsupervised NTL detection task.

Technique OPF GMM k-Means Affinity propagation Birch

OPF

GMM #(#)

k-Means =(=) #(#)

Affinity propagation (=) # (#) (=)

Birch =(#) =(#) =(#) #(#)
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are obtained. Considering the problem of non-technical losses
identification, two problems are usually faced: (i) it is not straight-
forward to design a labelled dataset for such purposes, and (ii) it is
difficult to build a balanced dataset, since the amount of irregular
consumers is often lower than regular consumers. The main reason
for that concerns the problem of associating to a given consumer
the thief label, since some legal problems are usually associated
with that task.

Therefore, anomaly detection techniques allow us to learn the
behaviour of one class only (regular consumers in our case), and
then when a new sample comes to be labelled, it is decided whether

this sample belongs to the “normal” behaviour learned by the clas-
sifier (regular consumers) or it will be classified as an anomaly
(irregular consumers).

One of the most used approaches for anomaly detection is the
multivariate Gaussian distribution (MGD), which aims at modelling
each cluster of samples as a Gaussian distribution, and further when
a new sample comes to be classified, it is computed its probability
of belonging to each cluster (Gaussian). After that, one takes the
highest probability and verifies whether it is less than a predefined
threshold (usually the Mahalanobis distance) to be classified as a
normal sample; otherwise, it is classified as an anomaly.
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Table 6
Average accuracy and standard deviation considering the anomaly detection task.
Dataset MGD-OPF MGD-k-means MGD-GMM OPF-AD SVMs
B; 52.60% + 3.66 53.64% + 4.51 48.41% + 1.77 55.20% + 2.92 57.44% + 3.68
Bc 57.94% + 3.14 59.52% + 2.52 55.61% + 2.33 64.54% + 3.00 56.11% + 4.50
Table 7
F-measure and standard deviation considering the anomaly detection task.
Dataset MGD-OPF MGD-k-means MGD-GMM OPF-AD SVMs
B; 0.72 £ 0.10 0.64 + 0.06 0.88 + 0.11 0.78 + 0.27 0.82 + 0.13
B 0.85 + 0.04 0.82 + 0.03 0.93 + 0.01 0.70 + 0.09 0.48 + 0.06
Table 8
Wilcoxon signed-rank rest for B; dataset considering the anomaly detection task.
Technique MGD-OPF MGD-GMM MGD-k-means OPF-AD SVMs
MGD-OPF
MGD-GMM +(4)
MGD-k-means =(+#) +(#)
OPF-AD # (=) # (=) (=)
SVMs #(#) #(#) #(#) # (=)

However, the main problem with MGD-based anomaly detec-
tion concerns with the Gaussian parameter estimation, which is
usually performed using an unsupervised fashion with k-means or
expectation-maximization. The problem with k-means concerns
with the priori knowledge about the number of classes required as
an input, and E-M usually may get trapped from local optima dur-
ing the convergence process. Such assumptions motivated us to
employ OPF to estimate Gaussian parameters, since the prototype
nodes are usually located at the centre of the classes, being suit-
able representatives for the expectation (mean) of the Gaussian
distribution [30]. Therefore, OPF, k-means and GMM are evalu-
ated to estimate Gaussian distribution parameters in the context of
anomaly detection, henceforth called as MGD-OPF, MGD-k-means
and MGD-GMM.

Another contribution of this work is to propose an anomaly
detection approach purely based on OPF classifier. Therefore,
instead of using MGD for modelling samples of regular consumers,
unsupervised OPF is employed to cluster a dataset composed
of regular samples only. In order to identify a new sample as
regular or irregular consumer, the naive OPF classification process
described in Section 2 is performed. After that, the cost given to
the test label by the winner sample (conqueror) is compared, in
order to check whether it is lower than a threshold value to label
this sample as a regular consumer; otherwise, this sample is then
considered an anomaly. This approach is called OPF for anomaly
detection (OPF-AD).

First of all, MGD-OPF, MGD-k-means, MGD-GMM, OPF-AD and
one-class SVMs parameters are fine-tuned using a validating set
with 20% of the dataset samples by means of a grid-search. In regard
to MGD-OPF and OPF-AD, the only parameter to be optimised is
kmax € [1, 100] with step of 5, while for MGD-k-means and MGD-
GMM is necessary to optimise the number of clusters within the
range [1, 2000] with step of 100. One-class SVMs require the opti-
mization of both C € [0.1, 1] and y € [0.1, 1] parameters with step
of 0.1, being the last one related to the RBF kernel. Figs. 4 and 5
display the grid-search results over B. and B; datasets, respectively,
where the “hot zones” (red colours) stand for the configuration of
parameters that led to the most accurate results. It is important to
shed light over this experiment aimed at selecting the most suit-
able set of parameters that maximized the accuracy presented in
Papa [27]. Although any other measure could be used, this work
opted to consider such one since it can fit well to the problem of
unbalanced datasets.

Although MGD-GMM has a larger area of hot zones considering
B dataset (Fig. 4d), which is desirable since the probability of
choosing a point within such areas is higher than other tech-
niques using some random search, MGD-GMM has achieved lower
recognition rates when compared to MGD-k-means, MGD-OPF
and OPF-AD, being the latter one the most accurate technique in
the grid-search experiment.* In regard to B; dataset, SVMs have
achieved the best recognition rates, followed by OPF-AD.

Tables 6 and 7 present the mean recognition rates and mean
F-measure values, respectively, considering the anomaly detection
task for both datasets, in which similar techniques according to
Wilcoxon signed-rank test are in bold. Observe that OPF-based
approaches have obtained suitable results, being OPF-AD the most
accurate technique considering B, dataset, and SVMs obtained the
bestresult over B; dataset. The main problem regarding MGD-based
techniques for anomaly detection is to assume the clusters can
be represented by Gaussian distributions, which may not occur
in practice. On the other hand, OPF does not assume distribution-
based classes, and its parameter kpqx is much less sensitive than the
number of classes required by k-means, for instance. Such assump-
tion can be observed over B dataset, in which OPF-AD has been
the best classifier, with recognition rates about 11.93% better than
MGD-k-means technique, for instance.

Table 7 presents the results concerning the F-measure, where
MGD-GMM obtained the top results over both datasets, with results
similar to OPF-AD considering B; dataset. Such measure computes
the harmonic mean between precision and recall, which are often
used in the context of information retrieval. Since precision is
defined as the number of true positive samples divided by both true
positive and false negative samples, one can obtain some estimative
about the effectiveness of the methods when dealing with classifi-
cation (precision ranges within [0, 1], where 1 is the best value). On
the other hand, recall measures the amount of samples from a given
class that were correctly labelled as being from that class (recall
ranges within [0, 1], where 1 is the best value). The combination of

4 Notice the y-axes (threshold) in OPF-AD experiment are different to the other
techniques, since we are working with the cost associated with each sample, while
in MGD-OPF, MGD-k-means and MGD-GMM the y-axes are within the same interval.
Therefore, a grid-search in the interval [0, 1200] with steps of 100 for OPF-AD was
performed to obtain suitable threshold values, and with respect to the remaining
techniques the grid-search was conducted within the interval [0.5, 3.5] with steps
of 0.25. Notice all step values have been empirically chosen.
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Table 9
Wilcoxon signed-rank rest for B. dataset considering the anomaly detection task.
Technique MGD-OPF MGD-GMM MGD-k-means OPF-AD SVMs
MGD-OPF
MGD-GMM + (#)
MGD-k-means +(#) +(#)
OPF-AD #(#) #(#) #(#)
SVMs =(#) =(#) #(#) #(#)

both measures allows an interesting quantitative evaluation of the
results. Since the datasets used in this work are composed of regu-
lar consumers mostly, MGD-GMM seemed to better manage such
unbalancing concerning B. dataset. Probably the behaviour of sam-
ples followed a Gaussian distribution, which indeed has favoured
the method.

Tables 8 and 9 present the Wilcoxon statistical test results for
B; and B, datasets, respectively. The symbols in parenthesis stand
for the results considering the F-measure, while the ones outside
refer to the results considering the accuracy measure. As afore-
mentioned, with respect to B; dataset, SVMs obtained the best
results considering the accuracy measure only, while MGD-GMM
and OPF-AD achieved the top F-measure values. Since OPF-AD has
a considerably greater standard deviation when compared to SVM
and MGD-GMM,, it has been considered similar to the latter one by
the statistical evaluation. In regard to B, dataset, OPF-AD obtained
the best results considering the accuracy rate, whereas MGD-GMM
obtained the best F-measure value.

5. Conclusions

In this paper, the problem of NTL recognition by means of two
distinct paradigms is tackled: (i) unsupervised NTL recognition, and
(ii) NTL recognition as an anomaly detection problem. The latter
approach is more appropriate when little or no information about
a given class are obtained. Therefore, the classification technique
is trained with profiles of regular users only, and when a new con-
sumer comes to be classified, the machine learning technique does
not try to fit it as belonging to the regular or irregular consumer,
as usually occurs with traditional pattern recognition techniques.
Instead, the classifier tries to identify such sample as being a regu-
lar consumer, and if its signature does not fit to a regular profile, it
is then labelled as an anomaly (irregular consumer).

Two rounds of experiments were conducted in order to assess
the robustness of OPF classifier for both unsupervised NTL recogni-
tion and anomaly detection against k-means and GMM techniques,
as well as AP and Birch for the task of unsupervised NTL recogni-
tion and one-class SVM for the task of anomaly detection. OPF has
obtained the most accurate results considering both applications
on two datasets composed of commercial and industrial profiles
of regular and irregular consumers. Therefore, this work also con-
tributed to the literature related to unsupervised NTL detection,
which lacks on such sort of works. Additionally, a model for the
problem of NTL recognition as an anomaly detection problem is
proposed.

In regard to future works, we aim at comparing OPF against
several other clustering techniques, as well as to evaluate the
robustness of unsupervised OPF together with feature selection
techniques. Also, we aim at studying different methodologies to
estimate the pdf of each sample concerning OPF clustering, since
different neighbourhood sizes may affect the quality of samples’
density computation.
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