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Abstract

Identifying vulnerable regions to non-technical losses allows more assertive combat against them.

In this context, this paper presents a spatiotemporal methodology composed of two modules, spa-

tial and temporal, to assist distribution companies in action planning to decrease the rates of non-

technical losses by region. The spatial module contains a neighborhood structure based on the

similarity among small regions named ”neighborhood by the similarity of attributes,” which im-

proves the characterization of non-technical losses actions performed by end-consumers. That

neighborhood structure is incorporated as an input parameter into a hierarchical spatial autore-

gressive regression model to represent the relationships between inhabitants. On the other hand,

the temporal module uses a linear mixed-effects model to consider future values that are subject

to the actions of consumers or distribution companies. The proposed methodology is applied to

a medium-sized city with approximately 200,000 inhabitants, considering the inspections carried

out by a Brazilian distribution utility. The proposal identified the future non-technical loss state

in all the city’s regions with values greater than 69% of the success rate in identifying NTL to

residential, commercial, and industrial consumer classes.
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1. Introduction

The non-technical losses (NTL) or commercial losses are related to illegal connections, fraud,

energy theft, issues with energy meters such as delay in installing or reading errors, contaminated,

defective or non-adapted measuring equipment, low valid estimates, faulty connections, and dis-

regarded customers [1, 2, 3]. Thus, NTL are referred to any electrical energy consumed and not

invoiced, resulting in a decrease in distribution companies’ revenues. For example, in Brazil, the

NTL index was at 5%, and the country lost over US$ 2.4 billion in 2015 [4]. India loses about

US$ 4.5 billion every year due to electricity theft, and their loss rate is estimated at 10-40% of

revenue [5]. In European Union countries, annual losses are estimated at 2-10% [6]. The annual

worldwide financial losses due to NTL are estimated to be around US$ 100 billion [7]. The high

unemployment rate, the economic recession, high energy bills, and low human development index

create a favorable scenario for NTL growth in several countries worldwide [8].

In many countries, various actions have been taken to reduce the NTL [8]. Among these ac-

tions, visits or inspections are the most common actions taken by several distribution companies

[9]. Such inspections are carried out considering visiting teams’ availability and the most appro-

priate dates to visit consumers suspected of carrying out some activity classified as NTL. Several

methodologies have been proposed to identify the consumers to be visited [10]. Although these

methodologies’ identification rates can be very high, the dispersion of NTL distribution in urban

areas can result in long trips, making it necessary for the visits to be carried out over more ex-

tended periods. Also, the heterogeneous socioeconomic distribution in the urban area can make it

difficult to correctly identify the consumers who carry out an NTL action [11]. Thus, studies that

incorporate geographic space and socioeconomic characteristics in the identification of NTL may

be more appropriate in scheduling visits. These studies could also complement other actions such

as installing smart meters or using artificial intelligence algorithms to identify the consumer who

performs an NTL activity [11, 12].

This work’s main objective is to propose a spatiotemporal methodology composed of two

2



modules for estimating the NTL rate by urban regions. In the first module, a spatial regression

is used to characterize the influence of socioeconomic information on NTL’s rate. In the second

module, a linear mixed-effected model predicts the NTL rate’s future value by regions.

The spatial regression helps in decision-making problems when the behavior of a dependent

variable (response variable) is correlated with independent variables (explanatory variables) [13,

14]. In the NTL performed modeling, the response variable is represented by the loss rate in each

region, while the explanatory variables are the regional and socioeconomic characteristics. The

loss rate is defined as the total NTL detected by each consumer unit (CU) to the total number of

CU visited or inspected. Thus, this kind of regression allows determining the spatial distribution

of NTL in the study zone from each year’s visits. In this work, we call this spatial distribution the

present state of the NTL.

In the NTL problem using the regression technique, one of the challenging tasks is to choose

the explanatory variables that best characterize the loss rate. Among the available regression mod-

els, the hierarchical spatial autoregressive (HSAR) model can better estimate NTL’s spatial distri-

bution because the degree of influence of the explanatory variables’ set is separated into several

levels to adjust their parameters. Such separation reduces the weighting of the variables’ coeffi-

cients in the spatial estimation of the loss rate. However, an adequate calibration of parameters of

HSAR that allow characterizing the influence among the regions must be performed. For this, a

weighting matrix by the similarity of attributes (WMSA) can model the neighborhood in the urban

zone. Thus, in the proposed methodology, the WMSA is used as an input for HSAR, seeking a

better characterization of the neighborhood structures formed to carry out NTL activities. Another

advantage of the proposed methodology is its capacity to estimate the NTL rate of the regions that

have not been inspected or visited. In this way, it will be possible to cover all city areas, estimating

each region’s NTL rate in the present state. Likewise, the WMSA that considers the influence

of socioeconomic variables and the HSAR multilevel structure that seeks to identify the spatial

pattern for NTL actions helps to correct low values of the loss rate in regions with a high number
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of visits and a low number of detected frauds.

Linear mixed-effects models are recommended when working with fixed and random effects

in collected data at several time points [15]. This recommendation is because these models esti-

mate future values, considering the dynamics from a previous period to a later period within the

prediction intervals [16]. In the current digitalization scenario in several government agencies, the

explanatory variables are available in public databases because several countries generally conduct

demographic census research to obtain information to help public policies [17]. Likewise, some

municipalities carry out surveys at the zone level to direct master plans for the sustainable devel-

opment of cities [18]. Also, as shown in [19], there can be a high correlation between the variables

and NTL actions for short periods. Therefore, the spatial regression results can be inserted in a

linear mixed-effects model to predict the future state of the NTL. The incorporation of geographic

space to estimate NTL helps distribution companies to plan actions to decrease NTL rates by

region. Also, this estimate’s results can be used as an input database for other soft computing

techniques to improve NTL identification performance in areas with high NTL values.

1.1. Literature Review

Several artificial intelligence techniques have been proposed to assist distribution companies

in planning visits to detect NTL [20]. In recent years, these techniques have been used according

to some objectives of the distribution companies. For instance, reference [21] presents a method-

ology based on a Bayesian risk structure, random forest, support vector machine, and artificial

neural network (ANN) to recover the revenue lost due to NTL. This methodology detects potential

irregular consumers based on their consumption profile.

On the other hand, hybrid techniques have been proposed to improve the success rate in iden-

tifying NTL. For example, in [22], the authors have used a hybrid neural network model from

sequential and non-sequential data. This proposed architecture consists of an extended short-term

memory network that analyzes the daily history of energy consumption to treat sequential data.

Also, for non-sequential data, there is a multi-layer perceptron network that integrates data such as
4



contracted energy or geographic information. These hybrid neural network results helped schedule

inspections for network users and showed 47% accuracy in detecting irregular consumers.

The methodology in [23] involves two coordinated modules. The first performs consumer

filtering based on text and data mining and an ANN. The second makes use of data-mining tech-

niques and their contract information. The result of these models is a list of consumers selected for

inspection. In addition, consumers are grouped according to similar characteristics that describe

them, such as economic activity, geographic location, contracted power, but no further study on

the influence of these variables on NTL has been carried out.

In [24] the authors have used data mining techniques in the NTL problem with machine-

learning classifiers. The ensemble methods and the ANN methods showed the best results in NTL

detecting. Also, 71 data elements from the company’s database about customers were evaluated

to be implemented in the classifier algorithms. This classification allows for a 77% improvement

in the NTL forecast.

H. Long et al. [25] use a data-based method to identify NTL, including at which feeder the

loss was recorded, the position, and the time at which it occurred. This method is used based

on the daily data of energy supply and sales of electricity and the analysis of the characteristics

of energy consumers’ load curves. The results of this method suggested that they can effectively

detect abnormal power losses in the distribution network.

Due to the modernization of electrical networks, smart meters can be used to detect NTL. In

this modernization scenario, the NTL occurs in the form of cyber-attacks on companies’ digital

databases and the digital breach of smart meters is presented in [26]. The authors have proposed

a strategy to detect NTL using a multivariate control chart that establishes a reliable region for

monitoring the measured variance. After detecting NTL, a path search procedure based on the

A-Star algorithm can locate the consumption point that targets the NTL’s cyber-attack.

The methodologies mentioned above seek to identify the CU that carries out fraud. Although

the success rate can be satisfactory for the distribution company’s goals, the risk of misidentifi-
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cation can cause legal problems for the distribution company. In this way, some companies visit

regions, check electrical infrastructures and consumption bases, improve the success rate, and

reduce fraud consumers’ false identification. Thus, as shown in the methodology [11], socioe-

conomic variables can help direct teams to the most likely NTL regions, improving their success

rates.

1.2. Identification of NTL by Regions

To exemplify the relevance of identifying NTL by region, consider that NTL in a city is concen-

trated in an urban zone with 100 consumer units (CUs) divided into five areas. This zone presents

15 CUs where each region has consumers carrying out NTL. Using a high-efficiency technique

shown in [17] for this zone, the distribution company identified 12 CUs that carried out NTL.

However, suppose the three unidentified CUs are located in one region. In that case, the value of

losses in this region is high compared to the other areas, resulting in urban segregation that could

lead to other social problems. In Table 1, we place the values of the loss rate by region (LRR)

before and after identification. LRR is the ratio between CU with NTL detected and total CU in an

area. We can see that there is a risk that fraud will be concentrated in region C, resulting in 30% of

LRR. Moreover, as shown in [23], in some countries, the concentration of NTL has brought other

social problems and reduced the quality of electricity in the region with a high concentration of

NTL. However, discussing these problems is outside the scope of this work.

Suppose the distribution company performs region identification before applying an identifica-

tion methodology, the risk of concentrating NTL decreases because of the success rate depending

on pattern recognition dispersion. In this way, the purpose of our proposed method is to incorpo-

rate socioeconomic characteristics through a spatiotemporal analysis by regions, correlating these

characteristics with the frauds found by distribution transformers. The proposal estimates each

region’s possibility of having NTLs in the present and future states according to the degree of

correlation between variables or the influence that certain variables have.
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Table 1: Example of NTL assessment by region

Regions Total CU CU with NTL
Detected

CU with
Undetected
NTL

LRR Before
Detection

LRR After
Detection

A 20 3 0 15.0% 0.0%

B 15 2 0 13.3% 0.0%

C 10 0 3 30.0% 30.0%

D 15 1 0 6.7% 0.0%

E 40 6 0 15.0% 0.0%

1.3. Contributions

The main contributions of this work are explained in the following:

1. The proposed methodology models the relations between the inhabitants to carry out NTL

actions by neighborhood structure based on the similarity of attributes among areas. This

modeling improves the characterization of the influence of NTL actions in several regions

that are close or not close within urban zones.

2. The HSAR model allows estimating the spatial distribution of NTL in the present, even in

unvisited regions or without recorded data, due to similarity with other areas with CUs that

carried out NTL actions.

3. A linear mixed-effects model is used to estimate NTL’s distribution in the future and allows

power utilities may plan actions to combat the NTL beforehand. Moreover, this proposed

model is suitable when some collected databases are not extensive for the NTL problem.

1.4. Paper structure

The rest of the paper is as follows. Section 2 describes the methods and models used in the

proposal to estimate NTL. Section 3 explains and discusses the obtained results. Finally, Section

4 presents the conclusions.
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2. The Proposed Spatiotemporal Estimation for Non-Technical Losses

The proposed methodology uses as input data: NTL values registered by smart meters or by

inspections carried out in recent years by the distribution company and their geographic location;

the geographic information layer with the demographic census information; and the parameters

related to HSAR and linear mixed-effects model to characterize the spatial relationships and tem-

poral evolution of the loss rates in the urban zone.

2.1. Spatial Module: Hierarchical Spatial Autoregressive Regression using Neighborhood by Sim-

ilarity of Attributes

The neighborhood structure among regions [27] is necessary for a study involving spatial data

analysis with aggregated data by subarea. For example, the spatial variability in the data aggre-

gated in n regions is represented by the weighting matrix W(n×n) . The elements wi j of the weighting

matrix represent a weighting measure between the regions S i and S j , which are directly influenced

by the chosen neighborhood structure.

In the spatial data analysis [28], Tobler’s first law is used to characterize spatial dependence

in all directions, considering the criteria of the Euclidean distance-based weighting matrix among

regions [29]. However, there is no evidence that these criteria adequately represent NTL’s problem

because the neighborhood of inhabitants who can carry out NTL activities does not necessarily

need to have common boundaries. In this context, the neighborhood among regions called the

neighborhood by the similarity of attributes (NSA) could be more suitable to characterize the

neighborhoods. This neighborhood is based on the degree of similarity among regions concerning

their characteristics represented by socioeconomic variables and distribution networks, which is

one of this work’s contributions. The NSA expands the traditional neighborhood notion based

on the Euclidean distance among the centroids of regions. It allows distant regions to exert more

significant influence than nearby regions and vice versa.
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2.1.1. Self-Organizing Maps

Self-Organizing Maps (SOM) [30, 31] are used to build an NSA. SOM define clusters that

contain regions with similar attributes. All regions that are included in the same group belong

to the same neighborhood. SOM is an ANN with lattice architecture, competitive unsupervised

learning, which identifies patterns in multivariate data vectors [32]. Thus, SOM is a mapping that

provides a structural representation of input data through neuron weight vectors. It is characterized

by forming a topographic map of input patterns where neuron locations map the intrinsic statistical

characteristics of input patterns. The x ∈ R input pattern is mapped in the two-dimensional output

space by the weight vector w whose location is a function of x − Rn ⇒ R2.

2.1.2. Context Map

After SOM training and operation, neurons are grouped into more extensive and more repre-

sentative clusters of the problem for constructing the context map. Our proposal uses a criterion

inspired by the SOM training algorithm to build the context maps. Thus, it is not necessary to

specify the number of clusters. In NTL, the exact number of clusters that must be formed a priori

is unknown; therefore, SOM is an appropriate tool for creating clusters of regions with similar

attributes. The algorithm for training and operation of the SOM is described in [32]. An in-

termediate step for the construction of an NSA is the definition of an interneuron neighborhood.

Two-dimensional topological maps commonly have rectangular or hexagonal arrangements. Fig. 1

presents an illustrative example of a rectangular two-dimensional grid of 4 × 4 – 16 neurons. In

the proposal, each city region is associated with a two-dimensional map neuron. For example, in

Fig. 1, the regions belonging to cluster A are associated with one of the neurons in a Ω(R=1) set,

which is part of the same NSA.

There are several strategies for constructing these context maps as statistical techniques and

expert knowledge [32]. We show the steps for the cluster A construction to clarify the criteria

to build the context map in Fig. 1. Step 1) The first neuron (neuron 1) enters cluster A. Step 2)
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Figure 1: Two-dimensional rectangular map (4x4 neural grid with 16 neurons) with three clusters of neurons A, B,
and C highlighted by dotted polygons.

The last neuron that entered cluster A is declared current neuron (cn). Step 3) The neurons in the

cn’s neighboring compete to enter cluster A. The candidate neuron that enters cluster A is the cn’s

neighbor (cnn*) whose weight matrix is closest to the cn’s weight matrix for the Euclidean norm

using (1). Step 4) If the candidate neuron that enters cluster A was added to the cluster previously,

then the cluster construction is finished; otherwise, the candidate neighbor neuron is added to

cluster A. Go to Step 2).

cnn∗ = minimize ∥
k∈Ω(R=1)

cn

wcn − wk∥ (1)

2.1.3. Weighting Matrix by Similarity of Attributes

In the proposed methodology, the weighting matrix is used to estimate the spatial variability of

the data. Considering a set of n regions {S 1, · · · , S n}, the W(n×n) weighting matrix is constructed

where the elements wi j represent a measure of weighting measure between the regions S i and S j.

To illustrate the obtaining of the elements wi j of the WMSA W(n×n), consider the context map of

Fig. 1. After the SOM training, each input sample xk is associated with k = 1, · · · , ns for each of

the 16 neurons in the two-dimensional map where the number of city regions is ns . Each neuron

in the neural grid n = 1, · · · , 16 is associated with a weight vector wn. Clusters A, B, and C are

represented by the winning neuron’s weight vectors wn∗, where n∗ is the winning neuron. This
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neuron is associated with a more significant number of input samples xk when compared to other

neurons in the same cluster. The element wi j of WMSA W(n×n) represents the weighting between

regions i and j that are represented by the vector of variables xi and x j , respectively. Suppose

that the regions i and j belong to the same cluster A; therefore, they belong to the same NSA, then

wi j , 0; otherwise, wi j = 0.

In Fig. 1, we assumed that regions i and j are in the same neighborhood; therefore, they are

associated with any of the four cluster A neurons. Thus, wi j represents a degree of similarity of

regions i and j with cluster A that is represented by the weight vector of their respective winning

neuron wn∗ . In (2), wi j is the complement of the arithmetic mean between the Euclidean norm

of the difference between the variables xi and x j and the weight vector of the winning neuron

representing cluster A and designated by wn∗. The greater the similarity between the inputs xi and

x j with the weight vector of the winning neuron wn∗ cluster A representative to which both samples

belong, the more significant will be wi j ∈ [0, 1] , and wi j = w ji, as W(n×n) is a symmetrical matrix.

wi j = 1 −
1
2

∑
k∈{i, j}

∥xk − wn∗∥ (2)

2.1.4. Hierarchical Spatial Autoregressive Regression

Spatial regression models consider the geographic data on a single structure or only on one

observation level [33, 34]. However, many data sets have multilevel structures. For example, the

relationships between inhabitants within a neighborhood can be characteristic at one level. Like-

wise, neighborhood relationships can be analyzed at another level, with information aggregated at

each observation level. The term relationship is associated with the degree of interaction between

the variables and their influence on identifying urban dynamics [35].

On the other hand, in multilevel modeling, this observation level can be understood as a hier-

archical structure since the effects and influences of variables on an object of interest can differ de-

pending on the disposition of the objects and the observation level at which they occurred [35, 36].
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In the spatial estimation of NTL, a hierarchical data structure allows characterizing the CU rela-

tionships within the same region and how the city zones are related. Several HSAR applications

[37, 38] show that such a division into levels allows for characterizing the spatial pattern of urban

dynamics for databases with correlated variables. In the proposal, there are two hierarchical lev-

els. The low level characterizes CU relationships, while the highest level models the relationships

between the city’s different zones. The HSAR model estimates the loss rate (Yi j ) in each sector or

region of the location i j of the city by:

Yi j = ρwi jYratei j + xi jk βk + z jkγk + ∆ jθ j + εi j (3)

θ j = λM jθ + µ j (4)

where Yratei j is a loss rate calculated for the location i j; ρ is an autoregressive spatial parameter

that indicates the strength of spatial interactions at the low level; wi j is an element of the WMSA

or spatial matrix of low-level weights; xi jk is an element of the matrix with the values of the

explanatory k-variables; βk is a vector of regression coefficients to be estimated; z jk is an element

of the matrix with the values of the explanatory k-variables in the high level; γk is a vector of

coefficients related to the high level to be estimated; ∆ j is the random effect matrix that links the

low and high-level random effect vector to the response variable; λ is an autoregressive spatial

parameter that indicates the strength of spatial interactions at the high level; M j is the matrix of

high-level spatial weights; θ j is an element of the vector of random regional effects; ε and µ are

vectors of random errors, or residuals, that follow a normal distribution, at the high and low levels,

respectively. The Yi j value calculated by HSAR considers consumer interactions within a sector

(low level) and interactions between regions (high level). From the modeling of these interactions,

it is possible to find a value of Yi j in regions that the distributor’s teams have not visited.

Fig. 2 shows the methodology proposed in the Spatial Module for NTL estimation in the

present state.
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Figure 2: HSAR methodology outline for estimating NTL in the present state.

To estimate the future state of losses, the value of Yi j is inserted as input data for the linear

mixed-effects model.

2.2. Temporal Module: Linear Mixed-Effects Model

Linear mixed-effects models have been used in several areas of knowledge to estimate and

predict a system’s behavior [39, 40]. For example, in statistical analysis, these models are used

when working with hierarchical [41], longitudinal [42], and non-independent data [43], also when

the value observed at one time depends on the one(s) observed before [44].

The techniques involved in the linear mixed-effects model use historical data to describe and

understand the system parameters and make predictions. The application of this model is extended

to several statistical analysis software. Two data sets are considered in the modeling performed

to characterize the NTL rate’s future value for each region. The first is formed by the values

estimated by the HSAR of the loss rates of the last three years. The second set considers the values

defined as a goal by the distribution company for the same years, being called expected values.

In general, distribution utilities expect the NTL level to reach a goal in some regions. Thus, the

proposed methodology generates three random numbers that follow a normal distribution with an

average equal to the expected NTL level and a deviation that can be calibrated according to the

success of the values defined as the desired level. These random numbers seek to characterize

variations that may occur in the value designated as a goal for the NTL due to actions taken by the

distribution companies or consumers, called disturbances. Likewise, this generation of random

numbers is controlled [45] because the numbers follow a normal distribution with information
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from the distribution companies’ target and the maximum deviation in previous years. The three

years were chosen after several observations in the temporal analysis of NTL’s evolution [19, 46].

However, the period can be changed according to the planners’ experience.

Additionally, we considered that future values could be modified with increments or decreases

because of the dynamics of consumers’ actions or the distribution companies’ combat actions,

respectively. In this way, a function that modifies these rates’ expected values, producing distur-

bance values with lags and leads, is considered. This function is available in several statistical

packages, such as R [47], Minitab [48], to analyze the sensitivity of random disturbances in the

response variable. Thus, after applying this function, we have a database for each region with a

size equal to [3 × (2 + P)], with P being the number of disturbances considered. This database is

a matrix divided into columns, the first column being the loss rates estimated by the HSAR. The

second column being the expected values of NTL for the same years of HSAR, and the random

disturbances form the other columns. The linear mixed-effects equation is shown in expression

(5).

For example, Xi j corresponds to a matrix for a region at location (i, j). An example of this

division in columns of attributes for X1,2 is shown in Fig. 3. It is important to note that Fig. 3

shows the ideal data arrangement for applying the linear mixed-effect model. As such, two sets of

input data must be considered. The first set represents the estimated values by the HSAR model for

the years 2009 until 2011. The second set represents the expected values of non-technical losses

in each sector that were defined as a goal by the distribution company in each sector for the same

years. A correlation analysis is carried out looking between the first column and the others to find

the most correlated column with the loss rates estimated by the HSAR.

   0.2593   
   0.0573   
   0.0000   

   0.2957 0.2127 0.2127
   0.3028 0.2957 0.2127
   0.0395 0.3028 0.2127

    

 

LOSS RATES DISTURBANCES 

2009

2010

2011

 

EXPECTED  
VALUES 

Figure 3: An example of the matrix for the one sector X at a location (1,2).
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By considering P = 2, we have for each sector X located in position i, j (Xi j) a matrix of

dimension [3 × 4]. For example, consider that the region (1,2) of a city has a matrix, as shown

in Fig. 3. Considering the above, two sets of input data must be placed in the matrix of Fig. 3.

The first set represents the estimated values by the HSAR model for the years 2009 until 2011.

The second set represents the expected values of non-technical losses that were defined as a goal

by the distribution company in each sector for the same years. After placing these databases, we

add other columns to represent the increments or decreases that can be had in the expected value

that was placed in the second column. Such added columns allow for characterizing the dynamics

of actions by distribution companies or consumers that can modify the expected values of non-

technical losses. As a result, we have a matrix of size [3 × (2 + P)]. By considering P=2, we

have for each region X located in position (i,j) a matrix (Xi j) of dimension [3×4]. After filling

in all the columns of the [3x4] dimension matrix, a correlation analysis is performed between the

first column and the others to find the column most correlated with the loss rates estimated by

HSAR. The most correlated column is considered in the linear mixed-effects equation, as shown

in expression (5).

Ŷi j(tk) = βi jxi j + εi j (5)

The average value of Ŷi j(tk) from Equation (5) for location (i, j) in the map represents the NTL’s

future state. This value considers the disturbances due to variations in consumer actions and the

combat actions of distribution companies, and have the most significant correlation with the spatial

influence characterized by HSAR; xi j is the most correlated column with the actual losses data for

the location i j; βi j is the weighted parameter associated with xi j; εi j is the error term on the NTL

state for the location i j; tk is an integer representing the forecast horizon to be defined by the

planner. In (5), we assumed that Ŷi j(tk) ~ N(µi j, σ) and εi j ~ N(0, σ2), where µi j is the conditional

mean calculated for each time point t using the maximizing likelihood of:
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σ2 =
1
T

T∑
t=1

(
yi j,t − µi j,t

)
(6)

where σ2 and σ are the variance and the standard deviation, respectively, estimated based on

likelihood; yi j,t is the present state of NTL rate calculated for the location i j and time point t; T is

the database size of losses data for the location i j.

Fig. 4 presents a summary of the methodology applied to the temporal module to estimate

NTL’s future values.

Generate disturbances 
in the expected values

Data 
visualization

Input Data: 
· Values estimated by 
HSAR for each year

· The expected values of NTL
· The number of

disturbances considered
· The value of tk

Apply (5) and (6)

Create 
thematic maps

Figure 4: Linear mixed-effects model framework overview.

3. Test and Results

The proposed methodology was applied using socioeconomic information from a medium-

sized city in São Paulo, Brazil. Census sectors group the data. For this, each region of the city

corresponds to a census sector. The socioeconomic data used in the application is shown in Table 2,

which is available in the IBGE’s Household Census by Subareas [49]. On the other hand, the

inspection carried out by the teams of a distribution company in the years 2009 to 2012 was used.

Table 2: Variables for Construction of the Neighborhood by the Similarity of Attributes

Variables Description

Average Income
Nominal average monthly income of persons ten years
old or older (with and without income)

%Rented Residency Percentage of rented private households

Load Density
(KVA/km²)

The ratio between the sum of the rated power of the
transformers and the total area in km2
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In the inspection history, there is information about each CU visited, including the NTL iden-

tification record. There were 2444, 1080, 3781, and 1920 CUs inspected in 2009, 2010, 2011, and

2012, respectively. Additionally, 164, 86, 454, and 422 NTL were identified in 2009, 2010, 2011

and 2012, respectively. In that same period, according to the demographic census, the city had

a population of approximately 200,000 inhabitants, totalizing almost 80,000 CUs. NTL actions

were mostly identified at the low voltage network. Irregularities registered in CUs connected to the

medium voltage grid represented 0.54% of the total NTL activities, with the remainder registered

in CUs connected to the low voltage network. There is no record of the number of smart meters in

this period in the city.

As input data for the spatial regression, we use the NTL rate per sector, which is calculated

using the ratio between the total number of irregular CU per sector and the total inspections carried

out per sector. All of the parameters of the proposed methodology are calculated using the HSAR

[50] and the grey-box package [51], available in software R [47]. In this way, the HSAR was

applied to estimate NTL’s present state for each year with information about inspections by the

utility. The response variable Yi j represents the present state of the loss rate values of NTL expected

in each sector at a location (i, j) of the city. Finally, the linear mixed-effects model was applied

to estimate the future state of losses rate. The simulations were made using R 3.5.3 on a 64-bit

Windows Server laptop with a 2.20-GHz Intel Core i5 processor and 4 GB RAM. The HSAR

model application for the years 2009 to 2011 is considered as input data for the linear mixed-

effects model to estimate the future state of NTL, so we define the number of disturbances as

equal to 3. Lastly, we want to estimate the probability of losses for the next year, 2012, regarding

the known information about the inspections, so we consider the constant tk equals 1 in (5).

3.1. Construction of the Neighborhood by Similarity of Attributes

The NSA is built from sectors based on the similarity of attributes: Average Income, Load

Density (kVA/km2), and %Rented CU. These variables are described in Table 2. T. B. Smith [8]

has associated the NTLs with socioeconomic vulnerability. This socioeconomic characteristic is
17



represented in this study by the variable of Average Income. Load Density is related to NTLs

because it is more likely to find irregular CUs in sectors with higher Load Density. Finally, the

variable %Rented Residency is related to NTLs, because malicious individuals residing in rented

CUs may implement meter fraud and be more easily covered.

3.2. Construction of Weighting Matrix by Similarity of Attributes

The WMSA W(n×n) is a symmetrical matrix 301× 301 with a unitary main diagonal. WMSA’s

dimension is a function of the number of sectors in the city under study. In Fig. 5 shows the

city’s urban area map with neighborhood structure based on the similarity of attributes after SOM

execution with 6×6 hexagonal topology. In Fig. 5, there are eleven sector clusters with similar

characteristics, and the number of sectors in each cluster in parentheses. Cluster 4 (in green)

includes 64 sectors in the same NSA, for example. It can be seen from Fig. 5 that the NSA

expands the notion of traditional neighborhoods based on proximity among sectors (Euclidean

distance). Moreover, it allows distant sectors to belong to the same neighborhood. The description

of parameters for SOM training and operation is presented in Table 3. SOM was developed based

on the recommendations in [38], [35] and with a computational time of 467s.

Table 3: Parameters for Self-Organizing Maps (Som)

Parameters Descriptions

Neural network training
Competitive learning. Competition among neurons
for each entry sample

Training Type Unsupervised

Network Topology hexagonal lattice (36 neurons)

Convergence Criteria
Variation of the magnitude of neural net weight
vectors among consecutive training epoch
(precision 10-6)

Training Ratio 0.1 (exponential decay with increased training ratio)

Neighboring Neurons Adjustment Function Gaussian

Interneuron Neighborhood Topology Unit radius circle with fixed neighborhood
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Figure 5: Neighborhood by the similarity of attributes from the hexagonal grid SOM 6 × 6 – 36 neurons for urban
sectors in the city evaluated.

3.3. Results on NTL Estimation

Considering the definition explained in the previous subsections, it was possible to estimate

the NTL values from 2009 to 2011, from the HSAR Model, which configure the present state,

and the year 2012, from the Linear Mixed-Effects Model, which corresponds to the future state.

Each census sector of the urban zone is characterized within a range of loss states that varies in the

range from 0 to 1 according to the results obtained in the spatiotemporal estimation methodology.

Sectors whose estimation is close to 0 have less chances of finding NTL, in contrast to sectors

whose estimation gives values close to 1, that is, more vulnerable to NTL. Probability intervals

were used to classify the states of the city’s sectors into: regular [0, 0.15], attention (0.15, 0.35],

and critical (0.35, 1]. The upper and lower limits for each interval are the same limits explained

and used in [11]. In this way, it is possible to count the number of sectors found in each state

range.

Fig. 6 presents, through thematic maps of the city, the characterization of each census sector

of the city within a range of states, comprising the regular, attention, and critical states, for all

consumption classes (residential, commercial, and industrial). The maps (a), (b), and (c) represent
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the results for the years 2009, 2010 and 2011, respectively; and map (d) represents the result for

the year 2012. In [11], a proposal for spatiotemporal estimation for NTL was presented using

the Generalized Additive Model (GAM) [52] method to determine the present state of losses for

2011 and the Markov Chains to estimate the future state for 2012. For comparison purposes, the

methodologies for all consumption classes presented in this paper are compared with those of [11].

Table 4 and Table 5 show the percentages obtained in each state for each method, in the present

and future states.

Regular (225) 

Attention (42) 

Critical (34) 

 

Regular (219) 

Attention (39) 

Critical (43) 

 

Regular (249) 

Attention (32) 

Critical (20) 

 

Regular (218) 

Attention (54) 

Critical (29) 

 

(a) (b) 

(c) (d) 

Figure 6: HSAR results for all the classes of consumers for the years 2009, 2010, and 2011, which are (a), (b), and
(c), respectively. (d) Result of the linear mixed-effects model application using the same neighborhood matrix for the
year 2012.

Table 4 and Table 5 show the comparison between the results obtained by the method proposed

in this work with the methods used by [11]. In both studies, methods were used to separately

estimate the probability values for the present state (years 2009 to 2011) and the future state (the

year 2012), considering a range of values that represent the state of each census sector as regular,
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Table 4: Comparison Between the Proposals in the Present State (HSAR vs . GAM)

State of Losses HSAR GAM
Regular [0, 0.15] 72.76% 86.71%

Attention (0.15, 0.35] 12.96% 3.98%
Critical (0.35, 1] 14.28% 2.33%

Table 5: Comparison Between the Proposals in the Future State (Linear Mixed-Effects Model vs. Markov Chains)

State of Losses Linear Mixed-Effects
Model Markov Chain

Regular [0, 0.15] 72.43% 87.71%
Attention (0.15, 0.35] 17.94% 3.65%

Critical (0.35, 1] 9.63% 1.66%

attention, or critical. In [11], the GAM method was used to estimate the current state, whereas

the HSAR model is used with the same objective in this work. One of the advantages of HSAR

over GAM is that the first one allows estimating values for all sectors, even for unvisited regions.

In contrast, GAM estimates values only for sectors that are visited (in total, 21 sectors were not

inspected in the 2009- 2012 period). Thus, Table 4 shows that the sum of the GAM percentages

does not account for 100% (total number of sectors). The remaining amount, equal to 6.98%,

corresponds to 21 sectors from which it was impossible to characterize using GAM. Consequently,

these same sectors were not analyzed in the Markov Chain methodology.

Another fundamental difference is the use of the traditional neighborhood by proximity to

estimate NTL’s future state via Markov Chains in [11]. Therefore, in that reference, the NTL

estimation was more conservative with fewer sectors in attention and critical states of NTL, as

shown in Table 5. On the other hand, the methods presented in this paper were also compared with

the NTL values obtained from the concessionaire’s inspection history for the year 2012. In this

comparison, we used the success rate in identifying NTL belonging to regular, attention, or critical
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states. The success rate is calculated as the ratio between the number of sectors correctly identi-

fied in each state by the total census sectors in the urban zone. Since each electricity consumer

sector has its particular dynamic, the industrial class relationships are different from those of res-

idential and commercial consumers. From these relationships, we considered making an analysis

separately for each consumer sector. This analysis is possible because, in the concessionaire’s

inspection history, each CU has a code according to its consumption class. Thus, the calculation

of the success rate for each sector was carried out separately. When we calculated the residential,

commercial, and industrial classes’ success rate, referring to 2012, the values obtained were 69%,

88%, and 80%, respectively. Thus, the proposal has a more effective success rate for commercial

and industrial consumers since these consumers account for a relatively small portion of the city.

In general, distribution companies are more interested in identifying commercial and industrial

consumers because the economic return values will be higher because of the high energy losses.

4. Conclusion

The study of geographic space was incorporated into detecting non-technical losses (NTL)

in this work. It was incorporated into an efficient method to estimate the present state (via a

hierarchical spatial autoregressive model, HSAR) and the future state (via a linear mixed-effect

model) of the NTL by subareas. A neighborhood structure based on the similarity of attributes by

subareas was proposed. Neighborhood by the similarity of attributes (NSA) expands the traditional

neighborhood notion and allows distant subareas to belong to the same neighborhood. The HSAR

model allowed the estimation of NTL in the present in all subareas, even in subareas without

inspected CUs, classifying more than 9% of the city’s regions as critical areas in the present state.

The linear mixed-effect model is suitable for small databases; therefore, it is ideal for this problem

and allows estimating NTL distribution in the future. Also, compared to another study, it was

revealed that the application of the methods separately for different classes of consumers reached

higher values of effectiveness. The proposal identified the future NTL state in all city’s regions,
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classifying them as regular, attention, and critical with values greater than 69% of the success rate

in identifying NTL to each consumer class. Therefore, the incorporation of geographical space to

the problem of NTL provides a powerful and complementary tool to combat them in conjunction

with detection tools that involve soft computing techniques.
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